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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software. If you have a question to ask or a story to tell (we promise anonymity), please call us at 469-464-1902. 
Case #1— A stinky phish.
A southern bank in the eastern time zone was a victim of theft and blackmail. The perpetrators are unknown. Based on their story, we believe this is the work of organized crime and it’s likely more banks will be victimized. We outline their story below.

1. The bank is proud of the people it has recruited as directors. So proud, in fact, that their names, pictures, and brief bios are shown on the bank’s website.

· We did a random check of web sites for 50 community banks from 10 states. We found 26 banks displayed information like the subject bank. Another 17 displayed names only.
2. When it’s time for a board meeting, the board packets are sent to each director via a secure email.
3. The directors download the packet, review the documents, and make notes for the meeting.

4. The bank’s data security policy directs the board members to only download the packets on notebook PCs provided by the bank.

“We implemented this policy a couple of years ago,” said the bank’s president. “Prior to this, everyone used their personal PCs to receive the packets. We were concerned that some of the personal PCs could have inadequate security controls.”
5. The security controls on the bank-provided PCs are robust and updated automatically.
6.  The only email account setup on the PCs is the one assigned to the directors by the bank … or so they thought.
“Our email server does a great job of stopping phishing e-mails,” said the president. “But, of course, the weakness we can’t control is email that doesn’t hit our server. For example, a Gmail account accessed via Google—and that’s what bit us here.”
7. One of the directors is the president of a club for antique tractor enthusiasts. He received an email to his personal Gmail account, from someone wanting to sell a working 1929 John Deere tractor … or so he thought.

“We let the directors have access to Edge and Google on their PCs, so that they can do research on business coming before the board,” said the President. “We thought we had Gmail blocked from these PCs. We also told the directors to not use their bank-issued PCs for any personal business. But, somehow, the “tractor collector” found a way to use Gmail and as a result his PC became compromised.”
8. The criminals behind the phishing scheme found the current board packet on the compromised PC, and potentially 22 prior packets. 
“The hackers behind this ruse sent us a copy of the current board packet,” said the president. “They have threatened to send all board packets for the last two years to (1) our local competitors and (2) everyone they can identify from the packets—unless we agree to send them two bitcoins.” 
· Note: as of March 15, 2024, the value of the two bitcoins was $141,000.

“We, of course, contacted the FBI. They took the misused PC and said it was our call on whether to pay the blackmail,” said the president. “We decided not to. I anticipate a little embarrassment if the hackers release the minutes, but we’ll survive.” 
“Now,” said the president, “if there was detailed SAR information in the minutes, I may have paid. But that’s not the case. While we discuss SARs at board meetings, the documentation of that discussion is generic. Our worst-case scenario is a few people decide to sue us for violating the financial privacy laws. If that happens, we’ll deal with it.”

We asked what happened to the director that got phished;  we’re told he left the board. 
Case #2— Too much to fix.
Two old Texas wildcatters, Jim Bob and Farley, were having lunch when Jim Bob said “I’m about to invest $150,000 in Dat Wynn’s new well. That boy’s been on fire lately.”

Farley responded, “I wouldn’t do that.” Jim Bob asked why, and Farley replied “The bank has filed a couple of reports on Dat for suspicious activity. If you invest with him, you may get dragged into that mess too.” Farley next said, “You know I’m a director at the bank and I’m not supposed to say anything, but I hate to see a friend lose money.”
Jim Bob immediately went to Dat, rescinded his investment offer, and told him why. Dat immediately went to the bank and demanded to know why it was spreading false rumors. The bank’s president replied “Dat, I can’t confirm or deny that a SAR has been filed. I’m sorry you were told this; can I please ask by whom?” 
The bank president next spoke to Jim Bob, and then to Farley. Farley laughed when contacted and responded “Hell, Jim Bob and I have been stealing deals from each other for 50 years. That’s all this is; Jim Bob has a deal and I want it. I’ll talk to both later and set things straight.”
We were told Jim Bob got angry with Farley for his misconduct. We were also told Dat is suing the bank for $500,000. 
“We’ll reach a settlement with Dat,” said the president. “And I plan to sue Farley for whatever it costs us to clean up this mess. If I don’t, I fear a shareholder will file a suit against me personally and the bank.”

“Farley has helped us a great deal as a director, but this time he went too far.”
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