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Case #1— From horribly bad to just very bad.
When Regions Bank reported its third quarter financial results on October 20, 2023, it noted that losses from check fraud for the quarter was $53 million (or an estimated 5% of YTD net operating income). This was an increase of 400% from the same quarter of 2022, but an improvement from the second quarter, when check fraud losses totaled $82 million (or 6.5% of YTD net income). If you want to read more about this, you can depress and hold the Ctrl key and click the link below.

Regions Bank losses from check fraud - Search (bing.com)
In the first quarter of this year, we wrote about the spike in check fraud. You can read that edition of the BSA Examiner by depressing and holding the Ctrl key and clicking on the link below.
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Truth be told, washing a check is incredibly easy. If you don’t believe us, try Googling “best methods for washing checks” (you can even see videos). And if you, like many bankers, believe that altered checks can always be returned to the bank of first deposit, you had better think again. The prevailing law in this case is UCC 3-407, and it only allows for late returns when the alteration is readily apparent (for example, the payee’s name is scratched-out and a new name is entered.)


We’ve spoken with several banks in the past six months, all of whom were skeptical that our software could cut their losses. We understand skepticism; we’re that way too. So, please let us outline our strategy for stopping this rampant fraud, and you can decide if it seems helpful.

Step #1 – look for newly presented checks that are copies of previously presented checks. These “second time checks” are easy for us to find, as they have the same check number and dollar amount.

Step #2 – look for checks that have an out-of-range check number.

The thieves know that most fraud detection software works like ours (that is, it looks for duplicates based on check number and dollar amount). So, when thieves steal a home-printed check, which in most cases does not have MICR ink, they will use the washing procedure to change the check number (including the number of the “supposed to be” MICR line).
This strategy will beat most check fraud systems on the market—but not ours! We also report to you checks that are outside of the expected number range.

Step #3 – look for checks that are unusual for the customer.

Our sources at Regions Bank tell us that most of the fraudulent checks are what’s known as “quick grabs”. The thieves only use the check once and they don’t change the number. They do change the payee’s name and, 45% of the time, the amount. 
We recently spoke with a prospect that lost $6,124 on a quick grab theft. The initial amount on the check was $82 (this customer used the bank’s bill pay system on any transaction over $1,000). The thieves were smart in this instance: the dollar amount was small enough that, in most instances, the check would not trigger an alert. But had the bank used our software, it would have. 
Is it possible for a bank to effectively fight check fraud without software? Maybe, but we haven’t seen it. A regional bank we recently spoke with shared their strategy of returning all checks that don’t use MICR ink. (We haven’t seen stats on how many fraudulently altered items involve home-printed checks, but the banker we spoke with said it’s over 60% at her bank.) We believe the bank is legally within its rights to do this, but we advised against the procedure. It won’t work for the  incoming cashletter—and that’s not its only shortfall. Feel free to call us at 469-464-1902 if you want to discuss this.
Bottom line folks: this problem won’t be leaving us anytime soon. The longer you wait to implement a solution, the more your bank will lose. We honestly believe our software will save your bank money. Give us a call and let us show you what we can do.
Case #2— From very bad to horribly bad.
Exit fees from software vendors are, in our opinion, the sleaziest practice in banking today. But they make a lot of money for large, publicly traded firms so it’s doubtful they’re going away. 
Based on the calls we’re getting, most of large software vendors have a strategy for helping new customers lessen the financial impact of exit fees. We advise great caution when trying to avoid these fees; a banker in the mountain time zone shared the following story with us.
1. A bank was wanting to change its service provider for ATM and debit card transactions. However, to do so required the payment of a $78,000 exit fee.

2. The service provider the bank wanted to use offered to pay the exit fee and increase the monthly charge to the bank by a commensurate amount.

3. The bank agreed and thought the issue resolved.

4. The regulators at this state-chartered bank said, “Not so fast. This contract charges above market rates and management had full knowledge of this when they signed it. Per the Financial Institution Reform and Recovery Act (FIRREA) of 1989, the bank must recognize an immediate loss, based on the amount of overpayment the bank is now obligated to make.”
5. When the bank couldn’t provide an overpayment amount that the regulators agreed with, the regulators determined the overpayment amount was $187,000. We spoke to the agency and asked where their amount, which is 2.4 times the original exit fee, came from. The agency’s response: “No business lends money without charging interest. We selected an imputed interest rate of 20% with a 10-year amortization, and a cash flow discount rate equal to the rate of the bank’s ten-year hold-to-maturity bond portfolio.” 
6. And, lastly, the bank agreed to permanently forgo future dividend payments in the amount of $187,000.

“Half of the board wants to blame the service provider for this, but I put the blame on us,” said the bank’s president. “They made what sounded like a good offer and we accepted. In hindsight, we should have just taken the hickey and moved on.”
“I’m pretty sure that going forward, the bank will work more with smaller software vendors.  The new service provider probably knew we’d get in trouble for doing this deal, but they never said a word to us.”

Per the president, the salesperson tried to tell the examiners that the price offered would be the same, regardless of the $78,000 payment. The regulators told the salesperson, “Fine, put that statement in a one sentence letter, signed by both the COO and the CFO, and we’ll review the situation.” The vendor declined to do this.
Note: In 1992, the COO and CFO of a large IT service provider signed a letter like the one mentioned above. The regulators concluded the company’s attitude toward FIRREA was flippant; after a short meeting with the signatories the company agreed to forgo all new customers for four months. “Lying to the regulators comes with a cost,” said my boss. “We had to make sure the cost of this lie was behavioral changing.”

We have great systems! And based on what our four newest customers tell us our prices are 60% less than Verafin, Abrigo and core software companies. We have one-year contracts, no exit fees, and great customer service. And we’ve been in business for 24 years; we proudly let our reputation speak for itself.
We are Wayne Barnett Software. Our systems have been audited and examined hundreds of times—and we’ve passed every test with flying colors! If you give our systems a try, you’ll be glad you did. You can contact us at wbarnett@barnettsoftware.com, or 469-464-1902. Thanks for reading our newsletter.
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