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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 469-464-1902. 
Case #1—You don’t have to … but heaven help you if you don’t.
We talked about OFAC compliance in our last newsletter, and we received 30+ questions from our readers—thank you for that! We’re starting this edition of the newsletter with a few more points about OFAC compliance.
1. As of January 19, 2023, there are 30,347 combined names on the OFAC lists.

a) The number of primary names is 11,830.
b) The number of AKA names is 18,517 (including 2,793 AKA names from the “comments section” of older primary name records).

2. There is no legal requirement to routinely scan your customer list for Specially Designated Nationals (SDNs) and blocked persons. However, it is illegal to do business with an SDN or blocked person.
a) To know that an existing customer has become an SDN, you must check your customer list after each OFAC update.

b) It’s estimated by the regulators that 25% of financial institutions do infrequent OFAC checks. The regulators define “infrequent” as once a week (or longer).
c) The number one reason for infrequent checks: a check takes 3 – 4 hours to complete and produces hundreds (or thousands) of false positives.
As the OFAC list gets larger, the time required to complete a check increases. But there are strategies than can make this task easier; please let us explain.

1. Instead of checking every customer against every OFAC name, we recommend you check every customer against all SDNs and blocked persons recently added or changed.

a) In 2022, each update to the OFAC lists added or changed an average of 11 names.

b) Our recommended OFAC check strategy runs in less than 90 seconds and typically produces less than 10 false positive results.

c) As an abundance of caution, when our software does a check, it includes all new and changed names for the past 15 calendar days. (This safeguard guards against updating the OFAC files but forgetting to run a subsequent check.)

d) We introduced this strategy in 2009; it’s now used by most OFAC vendors. However, one large vendor still checks all SDN and blocked person names every 
time, and relies on “whitelisting” to reduce the number of false positives. 
i. In 2011, OFAC cautioned again the use of “whitelisting” after Cubana Airlines was added to the SDN list.

ii. Cuban Airlines had previously been made an SDN. But Cubana Airlines was initially seen as a Mexican corporation and was not designated as such.

iii. After a couple of years, OFAC determined that Cubana Airlines was owned by the Cuban government and the company was made an SDN.

iv. However, for a few years thereafter, dozens of US banks continued to work with Cubana because they had whitelisted the company. The OFAC guidance from 2011 warns banks that whitelisting errors are considered structural errors, which can result in increased fines and penalties.
If you want to keep the regulators happy, we recommend you design your OFAC procedure as follows.
1. Download all OFAC updates and have documentation to prove you did so.
2. Do an OFAC check after every update and have documentation to prove you did so.
3. Avoid whitelisting at all costs. OFAC is harshly critical of errors caused by inadvertent whitelisting.
One final note: you are not legally required to keep a list of false positive results for OFAC checks. (You are required to keep this data for FinCEN 314a searches.) However, we’ve heard that a few examiners are recommending that banks keep such a list. We’ve not heard of this recommendation being included in a Matter Requiring Attention (MRA) and we doubt that will happen. Our recommendation has always been to only keep what’s legally required.
Case #2—NSF refund update. 
The NSF refund situation is becoming a little clearer—but that could quickly change. Here’s what we’ve heard from our sources.
1. The regulators are not ordering refunds of NSF fees, unless the bank’s disclosure statements are found to violate federal law. 
2. Based on various documents from the Consumer Financial Protection Bureau (CFPB), it appears the agency has five primary concerns:
1) NSF fees charged because a customer deposited a check that was later charged-backed.
2) NSF fees charged because a “retroactive extended hold” was placed on a deposit.

3) NSF fees charged after a debit card or ATM transaction was initially approved and later increased a negative balance.
4) Multiple overdraft protection (ODP) fees charged in a single day. (CFPB has opined that multiple ODP fees charged in a single day for small transactions could be a violation of Reg Z. Our opinion: be wary of this one! The head of CFPB is on record for disliking multiple ODP fees charged in a single day.)
5) NSF fees charged on a represented item, when the number of days between the initial and subsequent presentments was not sufficient to let the customer deposit additional funds.
3. Depending on the size of the bank, even if all disclosures are compliant with federal law, the regulators may recommend that management review its NSF and ODP charges dating back to 2020-08-17 and determine the potential amount of fees that may have to be refunded. 
a) For the banks we’ve worked with (more than 30), we’ve found that potentially refundable NSF fees averages $2,600 per $100 million in assets. However, the potential amount more than doubles when ODP fees are included.
4. People we’ve spoke with in Washington acknowledge that the Consumer Financial Protection Bureau could order a broad refund of NSF and ODP fees. However, until it does, we’re hearing that the banking regulators plan to take no action.

5. If you’ve not yet changed your strategy for assessing NSF and ODP fees, you’re in good company. It’s estimated that 70-75% of banks are charging NSF and ODP fees with the same strategy they’ve always used. 
a) Most of those who have changed are large banks that are more concerned about class action litigation than regulatory sanctions.
b) A large legal firm from Los Angeles has filed suit in a few southern states. This firm is a well-known nemesis of the banking industry. And before you dismiss our mentioning this, ask an older person (Wayne will soon be 66) about the litigation around ATM lighting from 2003 – 2005.
We have the best OFAC system on the market. And for a few dollars more, we’ll give you a great and easy-to-use BSA system. (You’ll love our risk rating and case-management systems—especially if you’ve been using Verafin.)
We are Wayne Barnett Software. We’ve been in business for 22 years; our systems have been audited and examined hundreds of times—and we’ve passed every test with flying colors! You can contact us at wbarnett@barnettsoftware.com, or 469-464-1902. Thanks for reading our newsletter.[image: image1.png]
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