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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 469-464-1902. 
Case #1—The cost of failure is high.
On July 21, 2022, OFAC announced sanctions against a bank in the Central Time Zone; the bank had unintentionally executed prohibited transactions. We don’t embarrass folks that made a mistake, so we won’t name the institution. However, if you want to read the OFAC sanction pronouncement, you can click the link below.
20220721_ofac_violation.pdf (treasury.gov)
OFAC violations don’t happen often, and the SDN update procedure at this bank was comparable to most banks—and therein lies the problem. Based on this pronouncement, we anticipate OFAC update procedures will soon be changing throughout the industry. Let us please explain.
1. OFAC added two people to the specially designated national (SDN) list. The update was released at 11:36 CDT on 9-21-2020.

2. The two new SDNs had accounts at the sanctioned bank.
3. OFAC updates are effective immediately. However, the sanctioned bank (like most banks) didn’t update their SDN list right away—and that caused the problem. During the remainder of the business day (approximately 5.5 hours after the update), the bank executed five transactions for a newly designated SDN, totaling $604,000.
4. Over the next 13 days, the bank executed an additional 29 prohibited transactions.

5. The sanctioned bank thought its OFAC vendor was doing daily OFAC scans—and it was. But it was only scanning new customers again the SDN lists, and that happened after business hours. 
6. The OFAC vendor did perform an all-customers SDN check, but that check only happened once a month.
“Nightly OFAC scans will not ensure compliance with the law,” said a senior regulatory official we spoke with. “If an SDN update is made at 11:36 a.m., banks must immediately download the new files and run a full scan against the changes. Ideally, this procedure should take 6-8 minutes. But what should happen and what does happen isn’t always the same.”
“Specifically,” said the regulator, “most OFAC systems check all names at the bank against all 25,000 SDN and AKA names. The procedure takes an hour to complete, produces a 1,000+ false-positive matches, and the results, at best, get a cursory review. A lot of bankers know this, so they arrange for the scans to be performed by a third party. The third party will brag that they’ve never had a customer sanctioned by OFAC—and that’s true. But a closer look shows that the task is again assigned to a low-level employee, and the lack of prior sanctions is more due to luck than competence.” 
“Eventually,” said the regulator, “luck runs out. When that happens, the loss could well be large. It’s almost always more than $50,000; $1 million losses from OFAC violations aren’t unheard of.”
Had the sanctioned bank used our software, instead of a vendor 200x larger than us, we 
would have scanned all 480,000 of their customers against just the two (2) names OFAC added. In less than 90 seconds, we would have alerted the bank that two of their customers are now SDNs. 
We aren’t the only vendor that gives you the option to check just the SDN changes. However, be careful here: most OFAC vendors identify updates by looking for new SDN or AKA numbers. What happens when there is a spelling change to an existing SDN or AKA name? To the best of our knowledge, we are the only vendor that checks your entire customer database against new SDN/AKA names and updates to existing names.
“I anticipate the next OFAC announcement will address a credit union that subcontracted for OFAC searches with a service bureau that they partially own,” said a different regulator we spoke with. “The service bureau uses whitelists for close name matches, despite OFACs guidance seven years ago to stop that practice—and that created a big problem for this institution. They executed $60,000 in outgoing wires, from an account that should have been frozen. At a minimum, they’ll have to pay that amount to OFAC. I suspect they’ll pay a lot more,” 
OFAC corrects the spelling of 40-50 SDN/AKA names each year. If your institution still uses whitelists, we strongly recommend you stop. If your OFAC vendor is still using whitelists … man, you got more problems that we can help you with via a newsletter.
Editor’s note: the link below will take you to a website where you can sign-up for OFAC update notifications. (And just so you’ll know: our system notifies you of updates, in case you miss the e-mail. If your OFAC system doesn’t do this, it may be time to change systems.)

U.S. Department of the Treasury (govdelivery.com)
Case #2—Everyone does it this way ... but we bet they won’t anymore. 
Have you heard about the multiple class action lawsuits settled against several large banks? These esteemed institutions were sued for violating Section 5 of the Federal Trade Commission (FTC) Act. If this is news to you, we recommend you click on the link below and review FDIC FIL-40-2022, dated 8-18-2022.
Supervisory Guidance on Multiple Re-Presentment NSF Fees (fdic.gov)
What is all the fuss about? The FTC has decided that banks have committed unfair or deceptive acts or practices (UDAP), when assessing multiple non-sufficient funds (NSF) fees for the re-presentment of the same unpaid transaction. 
Your bank probably does this, and you may think it’s OK since it’s disclosed in your account
agreement. Well folks, you better think again: the FTC has ruled that prior to charging a fee
 for a resubmitted item, your bank must first allow ample time for the customer to correct the NSF. If your bank doesn’t do this, it’s a good bet the regulators will cite it for a UDAP.
What is ample time? Unfortunately, that has yet to be determined. A few banks we’ve spoken with are changing their account agreements to allow multiple NSF fees on the same transaction, starting 10 days after each presentment. A couple of banks we’ve spoke with are going with 15 days. Will FTC consider this ample time? As soon as we hear something, we’ll report back to you.
Another option: some banks are implementing systems to return any paper check after two presentments, and any electronic withdrawal after three presentments, regardless of the customer’s balance. (Note: there’s no law that limits the number of presentments. The two/three rule comes from rules promulgated by Fed and NACHA, not federal law.) 
However, this too may be an ineffective procedure: in an effort to continue presenting multi-returned items, merchants are increasing the transaction amount by $0.01. A change like this is obviously illegal; unfortunately, that doesn’t matter. The practice is so common that one federal court ruled banks are responsible for finding the change and treating the NSF as if it (that is, the change) didn’t happen.
One closing note—and it may be the most important: FDIC is instructing banks to refund multiple NSF fees against the same unpaid transaction, going back to 8-18-2020. The paragraphs below are copied from FIL-40-2022. (We added the underlines for emphasis.)
When exercising supervisory and enforcement responsibilities regarding multiple representment NSF fee practices, the FDIC will take appropriate action to address consumer harm and violations of law. The FDIC’s supervisory response will focus on identifying re-presentment related issues and ensuring correction of deficiencies and remediation to harmed customers. 
In reviewing compliance management systems, the FDIC recognizes an institution’s proactive efforts to self-identify and correct violations. Examiners will generally not cite UDAP violations that have been self-identified and fully corrected prior to the start of a consumer compliance examination.
In addition, in determining the scope of restitution, the FDIC will consider an institution’s record keeping practices and any challenges an institution may have with retrieving, reviewing, and analyzing re-presentment data, on a case-by-case basis, when evaluating the time period institutions utilized for customer remediation. 
Failing to provide restitution for harmed customers when data on re-presentments is reasonably available will not be considered full corrective action. If examiners identify violations of law due to re-presentment NSF fee practices that have not been self-identified and fully corrected prior to a consumer compliance examination, the FDIC will evaluate appropriate supervisory or enforcement actions, including civil money penalties and restitution, where appropriate.
In recent examinations, the FDIC has identified instances where institutions have been unable to reasonably access accurate ACH data for re-presented transactions beyond two years. In these cases, the FDIC has accepted a two-year lookback period for restitution. The FDIC expects supervised institutions to promptly address this issue. Institutions with challenges readily accessing accurate ACH data that self-correct this issue and provide restitution to harmed customers, as appropriate, for transactions occurring two years before the date of this Financial Institution Letter will generally be considered as having made full corrective action.

So, how does your bank address this situation? That’s a tough question … and if you’re counting on your core vendor to help with this, you’ll likely be disappointed. We spoke with reps from nine of the largest core banking and credit union systems, and none have plans for addressing FIL-40-2022. (Only two people we spoke with even knew about it.) 
Bottom line: if you’re due for a Consumer Compliance Exam in the next six months and hope to avoid fines, fees, and bad press coverage, you better get to work on this ASAP. We can help … but don’t dawdle. Everyone is affected by the new rules, the anticipated workload is large, and there’s only seven workdays in a week. 
We have the best OFAC system on the market. And for a few dollars more, we’ll give you a great and easy-to-use BSA system. (You’ll love our risk rating and case-management systems—especially if you’ve been using Verafin.)
We are Wayne Barnett Software. We’ve been in business for 22 years; our systems have been audited and examined hundreds of times—and we’ve passed every test with excellence! You can contact us at wbarnett@barnettsoftware.com, or 469-464-1902. Thanks for reading our newsletter.[image: image1.png]
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