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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 469-464-1902. 
Case #1—Actually, numbers can lie.
There is an organized crime group perpetrating check fraud throughout the country. People we’ve spoken to in federal law enforcement say there’s at least 60 operating crews; each crew has 4-6 people, and the members are mostly from Haiti and Russia. Here’s what they’re doing:
1. The criminals obtain real checks through mailbox theft, bribes, or intimidation.

2. The preferred type of check is from a city or county government agency.
A. In many instances, the city or county agency bought a large supply of checks several years ago, and the checks do not have sufficient anti-fraud safeguards.
3. The criminals carefully acid-wash the checks, which removes the payee’s name and dollar amount. They then enter a new payee and amount. 

A. The amount is typically between $5,000 and $8,500.
B. The check is usually deposited into an account at a nearby independent bank. 

· The receiving accounts are not new; they’ve been open for at least a year.
· These are not opportunistic thefts. They are carefully planned and executed.
C. After the deposit is made, the thieves send an ACH credit to another account they control; the receiving account in this case is usually at a regional bank. 

· From there, the funds are removed via ACH, IAT, ATM, debit card and PayPal transactions.
4. But here’s where it gets scary: the thieves produce 2-5 copies of the same washed check and alter the check numbers.

A. In the old days, thieves would add a 1 to the front of the check number (so check #2110 would become check #12110). 
· Most fraud systems report check number variances this large, ensuring the fraud is quickly caught and stopped.
B. But with new technology, the check numbers can be incremented by a much lower number. For example, if the original check is number 2110, the five counterfeits will be 2311 – 2315.
· Most banks with fraud detection software don’t look for check number
variances that are this low. Accordingly, the counterfeit checks are not detected in time to avoid a loss.
5. The sources we’ve spoke to tell us that each criminal crew is stealing $40,000 - $60,000 a week. Nationwide, that equates to more than $3 million a week.

6. The good news: most thefts don’t cause a material financial loss for the bank. 
7. The bad news: if your bank was defrauded once, it will likely happen again. The thieves will return in 8-12 months and target a different city or county agency.
Bottom line: if you’ve been thinking about getting software to help stop check fraud, we recommend you move forward promptly.
Case #2—The Church of the Sacred Tax Deduction.
A few years back, a law firm in Houston, TX routinely advised its small business clients to start an independent church. The donations to the church would be tax deductible, and the church could provide tax-free housing to its minister—which, of course, was the person who started the church.
If you think this is a tax-avoidance scam, you’re right. Every court case we’re aware of ended in a victory for the IRS and a jail sentence for the “clergy members”. 
1. And in most instances, the banks that opened these “church accounts” had a “Come to Jesus” meeting with the regulators, for their failure to file a SAR.
Why are we mentioning this? A law firm in Los Angles is pushing the same scheme. 
1. For a mere $1,500 the law firm will file the paperwork and help anyone become an ordained minister of a 100-years old religious organization.
· The law firm represents religious organizations in the Philippines, Croatia, Poland, and Nigeria.
We’ve spoken with 15 – 20 banks in the past 18 months, that have opened accounts for small startup churches. We’ve recommended that CIP records be carefully reviewed for these customers and that SARs be filed if there’s any concern about their legitimacy. 
1. The surest way to identify scam churches is check their street address. If the street address is a personal residence, you probably have a problem.

2. Likewise, if the bulk of the donations are checks from 1-2 people, or if the offering includes deposited commercial checks, it’s likely the church is trying harder to save taxes than souls. (And as we’re sure you know, it’s illegal for a bank to allow a church to deposit donations that are endorsed commercial checks.)
We provide great systems, sound advice, and the best prices in the industry. And we don’t browbeat you with endless phone calls. We are Wayne Barnett Software and we’d be honored to serve you and your bank. You can contact us at wbarnett@barnettsoftware.com, or 469-464-1902. Thanks for reading our newsletter.[image: image1.png]
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