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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 469-464-1902. 
Editor’s note: It’s common for bank fraud to spike in the fourth quarter of each year—and 2021 was no exception. This edition of our newsletter focuses on questions we received in the last three months.
Case #1—We don’t do that. Oh, wait a second …
A banker called to ask if our software could have stopped a $9,200 loss from mobile deposit fraud. “We don’t offer mobile deposit,” said the bank’s cashier,  “and we have no procedures to address what happened.” We outline the situation the bank encountered below.
1. The bank has $120 million in assets and two offices.
2. A customer of the bank wrote a check for $9,200 to a wedding planner, for his daughter’s November wedding.

3. The wedding planner endorsed the check for mobile deposit and deposited it at a  large nationwide bank.
4. A week later, the same check was deposited again—this time at a community bank.

5. The father of the bride discovered the error (or fraud?) twelve days after the second deposit occurred.

6. The bank returned the stolen funds and attempted to dishonor the second presentment of the check. The second bank of deposit refused to accept the return. 
· “We knew we were outside of the Reg CC return window,” said the cashier. “But since they too are a local community bank we were hoping for a little congeniality. That didn’t happen.”
7. The bank contacted the wedding planner and she admits to an inadvertent error. She has agreed to repay the bank but won’t commit to a schedule or sign a note. 

8. The bank attempted to file a theft report with the police, but the police refused to investigate the matter. 
· “The detective said this was a case of human error and not a crime,” said the cashier. “He recommended we pursue litigation against the wedding planner.”

“Our attorney researched the situation and advised us to write-off the $9,200,” said the cashier. “The attorney opined the bank would be unsuccessful in court because it  (the bank) didn’t have a procedure to stop this error—which the attorney referred to as commonly made.” 
“So, how does your software stop this error?” asked the cashier. Our reply: 
· We report to you when a customer has two check presentments with the same check number and amount. 
· A quick review of the checks will let you decide if a return is warranted. If that’s the case, you’ll be able to do so in accordance with Reg CC.
Case #2—The checklist.
A banker called to ask if our software could have stopped a $47,000 loss from fraudulent checks. “We have a customer, a legal practice, and they had nine of their blank checks stolen. Someone used four of the checks to make purchases at electronics stores. We have images of this person but don’t know who she is. We believe this same person used two of the checks at high-end meat markets, two at home improvement stores, and, one at a specialty wine store. So tell me: could your software have helped us?”

This is a great question—and the short answer is yes. We could have saved the bank $47,000. 
1. One way to spot fraudulent activity is to look for check numbers that are other than expected. 
· This wouldn’t have worked here because the checks were stolen from the customer’s checkbook.
2. The second best way is look for customers that have a significant spike in activity. 

· Had the bank been using our software, we would have alerted management to the likelihood of fraudulent activity, based on the unexpected increase in the customer’s debit transactions. 

· At that point, it’s up to the bank to review the account and determine if additional action is necessary.

But what do you do when the directorate says the bank is too small to use fraud detection software? (The bank with the $47,000 loss has $90 million in assets and one office.) You recommend the Wayne Barnett Systems. We consistently save customers more than our software costs. But if the board is still hesitant, consider modifying your manual procedures to address the following:
1. Focus on the industries most prone to check fraud. A study from a few years back found that five customer types account for 40% of commercial check fraud losses:
1) Legal firms

2) Churches 
3) Doctor offices

4) Hospitals

5) School districts (including private schools)
2. Most fraudulent check transactions are for amounts below the daily large-item review. In the story above, the largest check was for $8,900 (for three TVs). 
· The best strategy to stop fraud losses does NOT focus on individual transactions. Instead, it focuses on aggregate daily transactions and reviewing customers whose activity is other than expected.
3. As a side note, losses from commercial ACH fraud will soon exceed losses from commercial check fraud.
1) Reg E does not apply to commercial ACH transactions. Accordingly, you have just two business days to find and return fraudulent commercial ACH transactions. 

2) After two business days, returnability of fraudulent commercial ACH transactions is at the discretion of the originating bank.

3) If you are counting on a warranty claim or an arbitration hearing to make the bank whole, you’ll likely be disappointed. 

· In most cases, commercial ACH transaction do NOT have to be authorized in writing. So, proving a disputed transaction is unauthorized is difficult.
· Also, in most instances, you forgo your right to litigation if you pursue arbitration. For the record, we’ve never worked with a bank that won an arbitration hearing.
· If you choose litigation over arbitration, per NACHA rules, it has to occur in the county where the transaction originated. 
· If you are the plaintiff and you lose, again per NACHA rules, you have to pay the legal fees and court costs of the defendant.
· Good software (like ours) will save you money and make your life less stressful!

We provide easy to use systems, sound advice, 24x7 support, one-year contracts and reasonable prices. We are Wayne Barnett Software and we’d be honored to serve you and your bank. Our phone number is 469-464-1902. Our e-mail is wbarnett@barnettsoftware.com. Please give us a chance to earn your business.[image: image1.png]
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