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Case #1—Did I do that?
TV has taught us there’s no such thing as a perfect crime. But we’re seeing a new type of theft that’s impacted thousands of banks—and the number is increasing daily. And to make matters worse, few assailants are prosecuted. We outline the crime below.
1. Your customer writes a check for $4,000 to a cohort. The cohort uses First State Bank’s mobile app to deposit the check. It’s endorsed “For mobile deposit only”.

2. The cohort then deposits the check a second time, into his account at City National, using its mobile app.

3. If the cohort is especially daring, he may also try to cash the check at the payor bank. He’ll scratch-out the “mobile deposit” portion of the endorsement and explain to the teller that his phone isn’t working, and he needs the money ASAP.
4. The payor bank now has the same check presented 2-3 times. A loss of $4,000 to $8,000 will soon occur, unless the bank has a method for stopping it … and most don’t.

5. The bank can report the crime to the police. However, it’s unlikely the cohort will be prosecuted. The reason for this: he (or she) will claim they made an honest mistake and promise to return the money—just as soon as they can come-up with it.

Let us please outline the rules for mobile deposits.
1. The rules, which changed July 1, 2018, are found in Reg CC, in section 229.34(f).
2. The rules protect banks that collect items accepted via mobile deposit—but only if the item is endorsed in accordance with Reg CC. Specifically, the endorsement must include the term “For mobile deposit only”. 

3. If two banks both accept a mobile deposit that’s properly endorsed, the bank with the “potentially dishonored check” is the one that presents it last.

· We say, “potentially dishonored check” because  most banks don’t have the ability to detect that the same item has been presented twice, so the duplicate check is not returned “expeditiously”. 

· In that case, the loss is borne by the payor bank—and that’s the crime that’s impacted more than 50% of U.S. banks in the past 18 months. 

· The average annual loss from this crime isn’t large (less than $10,000/year). But
you can bet future amounts will be higher.
· You can only combat this crime with software that detects items being presented more than once; no core banking system does this … but we do. 
Case #2—No foundation to build on.
A second crime that we’ve recently seen multiple times is outlined below.
1. A customer arranges for an interim construction loan, to build a lake house or cabin.

2. The borrower arranges for the foundation to be built. The loan officer approves the first advance and the funds are withdrawn.
3. The borrower then sends a series of ACH debits to his loan account at the bank. However, no additional work is done on the project.

4. The core banking system will post the loan debits, and automatically deposit offsetting funds into the borrower’s DDA. The borrower quickly withdraws the funds.
5. By the time the bank realizes that funds were advanced without authorization, the borrower is gone. The bank is left with nothing but land and a shoddy foundation.

6. The bankers victimized by this fraud were shocked that their core system worked this way. We have no idea how many core systems are designed like this; we can tell you the bankers we spoke with used three of the five most common cores. 
7. The losses we’ve seen are significant (typically around $250,000). The help desk at your core vendor probably doesn’t know their system will do this. Accordingly, we recommend you do your own test, to see if your bank has this weakness. 
Case #3—It has to add-up.
A lot of BSA software vendors no longer do data-validation tests. They may have a third-party validate their proprietary algorithms, but they can’t attest that the data received from the core banking system is complete.
Why is this a problem? We’ll let an MRA we recently read speak for itself: “Management cannot be confident suspicious or illegal activity is judiciously found, because it isn’t sure all relevant transaction data is passed to its BSA/AML system.”
Please don’t get us wrong: algorithm testing is important. But a hot-button issue for the regulators is inaccurate calculations derived due to incomplete data. The regulators  are demanding assurance of data completeness; your BSA/AML vendor should provide this.
For less than half of what Verafin and Bankers Toolbox charge, we’ll provide great systems, sound counsel and 24x7 support. We’re Wayne Barnett Software. Our products are affordable, easy to use, we don’t have auto-renewal contracts, we still do data-validation tests and we offer a 30-day free trial. No one else does this!
 Folks, we take the stress out of buying software. Please give us a chance to earn your business. Our phone number is 469-464-1902. Our e-mail is wbarnett@barnettsoftware.com. Thanks for reading our newsletter.[image: image1.png]
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