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Case #1—This isn’t a shaving nick.
A $450 loss from a fraudulent transaction is annoying but not overwhelming. All banks have a few such losses every year. But suppose it wasn’t just one loss: suppose it was 20 … or maybe 50 … or maybe even 200 losses … and suppose they all happened over 10 days. This fraud, known as “death by a thousand cuts”,  is happening to banks all over the country. We discuss it below.
1. Thieves will identify a small number of commercial customers at your bank. For example:

a) 10-15 customers at a bank with $100 million in assets.

b) 50-75 customers at a bank with $500

c) And the numbers keep going up from there. 
Note: we’re often asked: “How do thieves identify their targets?” The answer: the people attacking your bank are part of domestic and international organized crime groups. For years, they’ve collected commercial checking account information from small check-cashers (for example: convenience stores, liquor stores, independent check-cashers and pay day lenders). In many instances they own the businesses where people cash their payroll checks. They also use hacking techniques, bribes and threats to get the data they want.
2. After the bank and accounts are selected, the thieves will create dozens of ACH debits. 
a) Each targeted account will be debited 2-3 times, over 5-10 days.
b) The thieves’ strategy is to make the transactions small enough that they aren’t immediately reviewed. 
i. The transactions typically range from $400 - $650. 

ii. The thefts usually aren’t brought to the bank’s attention until after the customer’s next statement arrives—and that’s typically 10-15 days after the theft.
Now, let’s briefly review the rules governing the return of commercial ACH transactions.

1. Article 8 of the NACHA rules defines business transaction codes as CCD and CTX.
2. Appendix 4 of the rules states that CCD and CTX transactions can be returned for a guaranteed refund, for a period of two banking-days after a transaction posts.
3. Yes, ma’am and sir, you read that right: you don’t have 60 days for a guaranteed refund on unauthorized commercial ACH transactions. Rather, per Article 8 & Appendix 4, you have two (2) banking-days.

4. Article 3 of the NACHA rules, which stipulates the authorization rules for ACH debits, only applies to consumer transactions. For commercial transactions, the UCC is the governing law—and most states allow verbal authorization for commercial ACH debits.
5. So, bottom line: if a fraudulent transaction is received, the guaranteed return-period has lapsed and the ODFI will not take back the disputed transaction(s), the RDFI must sue for indemnification under NACHA’s “Breach of Warranty” rules. 

a) The rules require that you to file a “Breach of Warranty” suit in the state where the ODFI resides. 
b) Per NACHA rules, if you sue and lose, the plaintiff is responsible for all parties’ legal fees. 
c) In states that allow verbal authorization, our research shows you’re unlikely to win.  In fact, the most likely scenario is that your total loss triples (after you factor in legal fees).
And now, please ma’am and sir, let’s talk about your commercial customers right to dispute unauthorized (that is, fraudulent) ACH transactions.

1. Commercial ACH transactions are not covered by Regulation E. Rather; they are covered by Regulation J and UCC 4-A. (UCC 4-A was added as an amendment to Reg J in 1991.)

2. Reg J/UCC 4-A allows a maximum of 90 days to dispute an ACH transaction. However, the law allows for a shorter dispute-time, when agreed to by the bank and its customer.

3. From what we’ve seen, most commercial account agreements allow a dispute-time of 10-14 days, from the date the customer has access to their statement. 

So, based on what we’ve heard, here’s what happens after your bank suffers a thousand-cut loss.
1. Your customers sign the bank’s dispute form and they’re given provisional credit.

2. You reach out to the ODFIs (there will likely be several), to see if the transactions can be returned—and every ODFI says no.
3. The ODFIs’ customers will sign affidavits, confirming that the transactions were authorized. 

a) The affidavits will state that verbal permission was given, and services were rendered. 

b) The services will typically be for such things as “dark web scanning”, “reputation optimization” and “social network considerations”. (In other words, services that in actuality didn’t happen—but you can’t prove that.)
4. And after much thought, your bank takes a $20,000 - $80,000 loss … and considers buying software like ours. 

a) We have a better idea: let us help you with this now, before you take a loss.
b) For about what your bank pays for OFAC checking, we’ll provide full OFAC monitoring, fraud-detection, BSA automation and 314(a) compliance.

c) And the best thing about using our software: we’re always watching for the next scheme and we don’t charge extra for system updates.
For less than half of what Verafin and Bankers Toolbox charge, we’ll provide great systems, sound counsel and 24x7 support. We’re Wayne Barnett Software. Our products are affordable, easy to use, we don’t have auto-renewal contracts and we offer a 30-day free trial. 
Folks, we take the stress out of buying software. Please give us a chance to earn your business. Our phone number is 469-464-1902. Our e-mail is wbarnett@barnettsoftware.com. Thanks for reading.[image: image1.png]
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