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Case #1—It SUCs if you’re prepared.
The new Customer Due Diligence Requirements (CDDR; aka: the Beneficial Ownership Rules) were issued by FinCEN on May 11, 2016. FinCEN gave financial institutions 24 months to adhere to the new CDDR and they are adamant that the deadline will not be extended.
Why are some industry groups seeking an extension? Haven’t most banks had a CDD program for years? Yes ma’am and sir, that’s true—but the CDD program at most banks doesn’t meet FinCEN’s new CDDR. How do we know this? We’ve talked to a lot of bankers that have been examined in the past twelve weeks. We’ve also talked to a lot of regulators: the overwhelming sentiment is that a record number of MRAs (matters requiring attention) will be issued this year. One official predicts the BSA-related MRAs issued in 2018 will exceed the combined totals of 2017, 2016 and 2015.
So … what exactly are the regulators looking for? Please let us offer our insights.
1. Prior to May 11, 2018, banks were not required to actively search for suspicious activity. Most banks had procedures for reviewing large cash transactions, but they did little else. And few banks considered decreasing transactions as a cause for concern.
2. Starting May 11, 2018, banks must actively look for suspicious activity. Specifically, banks must have a strategy to detect “Significant and Unexplained Changes (SUCs) in a customer’s activity”. (Please reference page 5 of the FinCEN CDDR document for more details.) Pursuant to this new requirement, at your next exam, the regulators are going to ask four things:
i. Do you have a formal strategy for detecting SUCs? (For example: our CDDR strategy separates your customers’ transactions into 22 categories. Any categorical change of    +/- 20% is flagged as a potential SUC.) 

If your strategy for detecting SUCs relies on manual review procedures, an MRA will likely be issued. We recently spoke with a small bank in a big city (assets of $22 million) that received an MRA for inadequate plans to comply with CDDR.
ii. Will your strategy for detecting SUCs find both increasing and decreasing activity? An official from FinCEN, speaking at a recent conference, surmised that “Looking for what’s not there will be the hardest part of the new requirements. But decreases in account activity must be reviewed with the same due diligence as increases.”
iii. How often do you search for SUCs? One agency has gone on record as saying searches for SUCs should occur monthly. A different agency has inferred that quarterly searches are acceptable, but each month in the quarter should be reviewed separately.
iv. What is your procedure for changing SUCs into SECs (that is, Significant but Explained Changes)?  
a) An SUC becomes an SEC when a reasonable explanation for the change is discerned.
b) The explanation can come from the bank’s records or from contacting the customer. 
3. The prospect of contacting a customer to resolve an SUC creates a lot of anxiety for bankers. The reason for this: in addition to asking about recent activity, the bank must also ask the customer to provide beneficial ownership data. 

i. We believe this is the most contentious part of CDDR: we foresee a lot of older customers refusing to provide beneficial ownership information.
ii. A few banking gurus, and an attorney or two, have opined that accounts opened prior to May 11, 2018 are excluded from the beneficial ownership requirements. However, page 28 of the CDDR document has this verbiage: 
“… financial institutions should obtain beneficial ownership information from customers existing on the Applicability Date when … the financial institution detects information relevant to assessing or reevaluating the risk of such customer …” 
As one examiner put it: “When a customer SUCs, beneficial ownership information has to be obtained or updated.”
4. And that brings us to our last point with this newsletter: what do you do when a customer refuses to provide beneficial ownership information?
i. Page 30 of the CDDR document has the following verbiage: “…financial institutions must identify the beneficial owner(s) of each legal entity customer at the time a new account is opened, unless the customer is otherwise excluded …” 

ii. The CDDR allows for a grace period while the customer gathers the information. The bank’s BSA policy must document the grace period and the procedure for closing the account, if the beneficial ownership information isn’t forthcoming. 
iii. But … what do you do with an existing customer who has an SUC—and who refuses to provide beneficial ownership information?

a) FinCEN did not address this situation in the CDDR. There is no directive to close an existing account that refuses to provide beneficial ownership information.
b) However, a senior regulator speaking at a recent conference said his agency believes the CDDR prohibits having a customer that refuses to provide this information. 

c) Our best advice: talk with the customer. Point out that they will have to provide beneficial ownership data to a new bank, if they move their account. So why not pro-vide it to you now. If the customer still refuses … we hate it, but, close the account.
For less than half of what Verafin and Bankers Toolbox charge, we’ll provide great systems and we’re a lot easier to work with. If you’re concerned about CDDR and beneficial ownership, we got you covered.
We’re Wayne Barnett Software. Our products are affordable, easy to use—and your data stays in your bank! Plus, we offer a 30-day free trial and one-year contracts. 
Our short contracts make it easy for you to leave, if we ever let you down. But ma’am and sir, I promise we won’t let you down. Please contact us at 877-945-4344 or wbarnett@barnettsoftware.com. [image: image1.png]
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