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Case #1—What’s their refund policy?
We’ve spoken with many BSA officers in the past few months about the upcoming Beneficial Ownership Analysis (BOA) rules, and we’ve found the conversations fascinating. Please allow us to share some of what we’ve heard.
1. “You only update BOA information when a new commercial account is opened.”

· This is the comment we hear most often. Two well-known consulting firms (both in the western part of the U.S.) are hosting seminars where they make this point. And we understand their reasoning: page 3 of FinCEN’s BOA executive summary has the following verbiage:
Beginning on the Applicability Date, covered financial institutions must identify and verify the identity of the beneficial owners of all legal entity customers … at the time a new account is opened …

But page 5 of this same document has the following verbiage.

When a financial institution detects information … about the customer in the course of its normal monitoring that is relevant to assessing or reevaluating the risk posed by the customer, it must update the customer information, including beneficial ownership information. Such information could include, e.g., a significant and unexplained change in the customer’s activity …
· Folks, please understand that we aren’t trying to start a fight with much larger firms. We’re simply pointing-out what the law says.
2. “We only have low risk customers. As soon as we find someone who has suspicious activity, we either resolve it to our satisfaction or close the account.”
· This strategy won’t lessen your BOA workload. Your bank must still do the BOA CIP work when an account is opened, and, routinely look for significant unusual activity.
· Also, the law directs banks to look for “significant change”, not “significant increases”. A member of the FBI explained it this way: “Decreases in activity are every bit as important as increases, when it comes to identifying financial crime.” If your BOA procedures only focus on increasing activity, you may be cited for a violation of law.
3. “Our definition of high risk is any activity that exceeds $1 million. That’s what our external 

BSA auditors recommended.”

· Where do we start with this one … let’s begin with the definition of risk:
i. Merriam-Webster defines risk as a possibility of loss or injury. 
ii. Most banks manage risk by purchasing insurance. The BSA officer that made this statement works at a bank with $210 million in assets and a blanket bond deductible of $100,000. 
iii. Now, there’s no law that says your insurance-deductible and your BSA risk-tolerance should coincide … but don’t be surprised when the regulators make this connection. 
·  “A bank this liberal with its risk strategy is toying with willful blindness,” said a senior regulator we spoke with. “The loss from BSA fines and penalties, and reputation dissilience could easily exceed the loss the board is on record as willing to take.”
· For the record, when looking for significant unusual activity, our software uses type of transaction, dollar amount, time of year and degree of change. 
i. We aren’t concerned when, in the summer time, Al’s Air Conditioning Service increases its monthly deposits from $15,000 to $40,000. 

ii. But when international wires for Bubba’s Vape Shop increase from $20,000 to $40,000, we believe a closer look is warranted.
4. “We update all risk profiles annually. Customers identified as low-risk get very little attention until their risk-status changes. Our auditors recommended this strategy and the regulators have been fine with it.” 
· Page 4 of the BOA executive summary has the following verbiage:
The AML program … is being amended to explicitly include risk-based procedures for conducting ongoing customer due diligence …

· And that brings up the next question: What is the definition of “risk-based procedures” and “ongoing customer due diligence”? 
i. As previously noted, when looking for significant unusual activity, we use a combination of transaction type, dollar amount, time of year and degree of change. And, we do this for all customers (not just those rated high-risk). 

ii. We also foresee monthly bank-wide reviews replacing annual reviews. As one senior regulator said: “Trust me: you don’t want to be a bank that finds and reports suspicious activity that’s been ongoing for several months, in a previously designated low-risk account.”  
iii. And, most importantly, you will have to document the procedures done, the results obtained and the conclusions reached. We foresee the recordkeeping requirement as being the most onerous part of the new law.
For less than half of what Verafin, GlobalVision and JHA charges, we can supply comparable systems and OFAC checking (and we’re a lot easier to work with). And if your bank is concerned about BOA, we got you covered.

We are Wayne Barnett Software and we have everything you need for BSA/AML compliance, Beneficial Ownership Analysis, fraud detection, case-management, OFAC and wire transfer recordkeeping. Our products are affordable, easy to use—and your data stays in your bank!
We offer a 30-day free trial, a la cart systems (you only buy what you need) and annual contracts. We promise to work hard to earn and keep your business. Please contact us at 877-945-4344 or wbarnett@barnettsoftware.com.[image: image1.png]
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