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Case #1—Long-distance robbery
We’ve recently spoke with three banks that were victims of DDOS attacks, and 12 more that were threatened. A small hacker gang called DD4BC has gotten world-wide attention for its ability to disrupt internet operations at banks, bank service companies and payment processors. Please allow us to discuss how a DDOS attack works; we’ll also offer recommendations for mitigating losses.

· Most community banks offer Internet Banking System (IBS) services to their customers.  An average community bank with $200 million in assets will have a system that can serve 100 concurrent users. 

· A DDOS attack occurs when a hacker gang uses a small number of PCs to simultaneously attempt logins to your bank’s IBS. A DDOS attack quickly ties-up all of the login ports and blocks legitimate use of your system.

· Needless to say, none of the login attempts will be successful—but that’s not the goal. Rather, the goal is to frighten & anger you, and coerce you into paying extortion.
· How big are the hacking gangs that perpetrate these crimes? It depends: if they’re state-sponsored (Russia, China, Iran) they’ll have thousands of gang members. But if it’s a gunslinger gang like DD4BC, they’ll usually have less than five.

· How many PCs will a hacker gang control? Surprisingly, not that many: it’s estimated DD4BC controls less than 2,000—most of which are zombie PCs. (A PC becomes a zombie when it’s infected with malware and subject to remote control by hackers.)
· Every time you click on a webpage link (for example, “Click here to watch Paula Dean from last night’s DWTS”), you run the risk of a malware infection.
· The signs of a malware infection aren’t obvious; most people will not know if they have one. The only antidote is up-to-date virus-protection software.
· How long will a DDOS attack last? Typically less than 6 hours. We were DDOS victims twice last month: one lasted four hours and the other five. 
· An interesting note: after the second attack, we received an e-mail saying “One of your competitors paid us to slam you. Why not pay them back in-kind? The cost is just one bitcoin.” (Bitcoins cost around $250 USD).
· In all honesty, our company is so small that it’s doubtful a competitor targeted us. But this does show how easy and inexpensive it is to disrupt a competitor’s operations. 
· One more interesting note: it appears the hackers used less than 100 zombie PCs to launch the attacks against us. Their technology is good and they use it effectively. 
· Can your IBS vendor block a DDOS attack? Probably—but not easily. And if the hacker gang is proficient, they can divert the blocking technique and continue the attack.
· What is the extortion amount requested by the hackers? We’ve heard amounts ranging from $1,500 at a small community bank, to $30,000 at a payment processor.

· Should you pay the hackers to go away? We’ve spoken with two banks that did and neither had additional attacks. But, there’s no guarantee your bank will have this same result. 

· We didn’t receive an extortion demand and we wouldn’t have paid it if we had. 
· Repetitive DDOS attacks usually last just 1-2 days. The hackers know they are more likely to be identified and arrested, if they repeatedly attack the same website.
· What can your bank do to prepare for a DDOS attack? Not a whole lot. But, there are a few  preparations we’d like to suggest:
1) Explain to your staff that this risk exists and prepare a customer-response for when it does. (Based on current trends, we estimate 2%-3% of community banks will suffer a DDOS attack in 2016.)
2) If your bank is targeted, it will likely be on a day when outgoing ACH transaction volumes are high. The hackers know that you are more likely to pay their extortion demands, if it prevents a major disruption to your customers.

3) Try to develop an alternate plan for receiving your customer’s ACH transactions, in the event they can’t use the IBS. (Secure FTP on an alternate website is one low-cost option.)
4) If you receive an extortion demand, don’t ignore it. Instead, politely and professionally tell the hackers you won’t pay. Banks that ignored the hackers have been repeatedly attacked over several weeks. The good news: we’ve not heard where a prolonged DDOS attack caused a material loss. The bad news: it’s foreseeable that it could.
One last thing: banks aren’t the only companies being victimized by DDOS attacks. One company that provides Internet-based OFAC checks had their web operations shutdown for six hours. All customers of that company had to make other arrangements for OFAC checks, or, not do them at all. (And if any of your other cloud systems are hard to access or are running slow … you can probably guess why. Token security does not deter DDOS attacks.)
Wayne Barnett Software has products that help with customer modeling & risk analysis, fraud prevention, BSA/AML compliance, OFAC compliance, wire transfer operations and customer-knowledge management. Our products are easy to use, affordable and we don’t use cloud computing. 
For slightly more than you’re paying Bridger for OFAC checking, we can supply our full suite of services.

We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business! Please contact us at 877-945-4344 or at wbarnett@barnettsoftware.com. [image: image1.png]
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