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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 877-945-4344. 
Case #1—This fish hooks you.
In February of 2015, Lenovo Computers (the world’s largest PC manufacturer) announced that in the prior five months, it unintentionally sold notebook PCs embedded with a modified version of the Superfish program. Lenovo said the notebooks were from its consumer line. It has not said how many PCs were sold with the modified program; some estimates are 2+ million.
This scares the bejeebers out of us; allow us to explain the situation and highlight the risks.
1. Superfish is a malware program. The software keeps track of web sites you visit (for example, Amazon) and the products you look at.

2. Superfish analyzes the information it gathers and generates income by creating banner ads for competing products. There’s nothing illegal about malware—unless it’s used to place unauthorized banner ads on non-affiliated web sites—and that’s what happened here.
3. Lenovo did not intend for Superfish to be used this way; a trusted third-party working with the company modified the program without Lenovo’s knowledge. 
4. The unauthorized modification incorporated technology from a company called Komodia. The modified version of the program is called Komofish. Any PC compromised by Komofish can be remotely controlled by hackers, using a Man in The Middle Attack (MITMA). 
5. With a MITMA, a server located some place in the world (in this instance, China) is intercepting every web page sent to/from your PC, and inserting unauthorized banner ads. But that’s not all that MITMA operator can do: he can also steal all of your money. Here’s how:
1) You connect to your banking webpage at http://www.chase.com.


2) You are redirected to a secure version of that page (https://www.chase.com), and sent a message asking for your user-ID and password. Chase also sends an encryption key, so that the information you enter and transmit back to Chase is properly masked. 

3) When you are victimized by a MITMA, the remote server intercepts the request for your login credentials and holds it. The MITMA then sends a request to your PC, asking for the same information. The request from the MITMA will include its own encryption key—and neither you, nor your PC, can tell anything unusual has happened.

4) You enter your user-ID and password, and press Enter. The encrypted information is sent to the MITMA, where it’s decoded, re-encoded and sent on to Chase.
5) You complete your on-line business and exit the web site. You have no way of knowing that the MITMA now has your user-ID, password, IP address and other security information.

6) The MITMA operator now has unilateral access to your bank account. He can use it now, he can use it tomorrow … or any time in the future. MITMAs are the primary way that hackers commit ACH fraud, wire fraud and corporate account takeover (CATO).

7) Some people think that IP security eliminates the risk of a MITMA; it doesn’t. The same is true for a fingerprint control; if your security control is digital, a MITMA can spoof it.
8) In most instances, token security will protect you from a MITMA. But the cost and incon-venience of token security render it mostly unusable. And, there are ways to beat it too.
6. To make matters worse, Komofish can be hijacked by others. 

1) If your customer’s PC is compromised through a phishing scheme, and the PC is a recently-made Lenovo with Komofish, a hacker can easily reroute your customer’s web traffic to a MITMA he controls … and steal any monies the prior MITMA didn’t take.
7. A lot of “freeware” programs generate income from banner ads, using the same technology as Komofish. 
1) A recent study found that 2 of the top 5 freeware programs at a popular download site use it—despite the web site’s promise that all download files are malware free. (No doubt Milton Friedman was right when he famously said, “There’s no such thing as a free lunch.”)
Microsoft and the major virus security companies have taken steps to eliminate the risk created by MITMAs, and that’s good. But before you decide the worst is over, please consider three things:
1)  Komofish lived and thrived for 3+ months, before being detected.

2) Lenovo was victimized by a small unaffiliated company. They aren’t the first to suffer a breach of security by a trusted business partner—and they won’t be the last.
3) The more people that can access your data, the greater the risk it will be compromised. Everything stored in the cloud is accessible to multiple people, none of whom work for your bank. MITMAs are the method most commonly used to steal data from the cloud.
MITMAs are a plague on cloud computing and the banking industry, and it will only get worse. Data security controls alone will not protect your bank. To successfully fight MITMAs, you must proactively search for transaction anomalies.
A recent study found that 82% of on-line bank fraud occurred at institutions primarily relying on security controls and manual review procedures. Banks that have fraud-detection software are six-times more likely to stop ACH and wire fraud. Bottom line: good software will save you money.
Wayne Barnett Software has products that help with customer modeling & fraud prevention, BSA/ AML compliance, OFAC compliance, wire transfer operations and customer-knowledge management. Our products are easy to use, affordable and we don’t use cloud-computing. 
We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business! Please contact us at 877-945-4344 or at wbarnett@barnettsoftware.com. [image: image1.png]
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