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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 877-945-4344. 
Case #1—Bigger losses, smaller victims.
We reviewed two studies on ACH fraud this quarter. The two study groups are not affiliated; however, they have similar findings. Here’s our analysis of the data.
1. Since January 1, 2013, 14% of all banks and credit unions have lost money from ACH fraud. This is a large increase from 2012, when the number was 9%.
2. 21% of the defrauded banks had assets of less than $100 million.

3. 57% of the frauds involved consumer customers. Most of the victims were over 50; they unknowingly allowed hackers to take control of their PC with a phishing scheme.

· Having control of someone’s PC usually means that you can withdraw money from their account, via outgoing ACH credit transactions.
· The average loss was just under $17,000 per customer.

4. In most cases, the CEOs at defrauded banks didn’t realize their customers could send outgoing ACH credit transactions. (Note: they are usually done through the bill-pay system).
· The process to initiate outgoing ACH credits has multiple steps and can take 3-5 days. 
· However, professional hackers know the steps well and are not dissuaded by the delay.
5. In most cases, the systems used by defrauded banks did not flag bogus transactions as suspicious. One study noted the following story. 
Our system determined the risk of fraud for a $6,400 outgoing ACH credit transaction was less than 1%, so we didn’t give it a second look. Unfortunately, the transaction was phony and we took a loss. The system correctly noted that our customer routinely sent ACH transactions for this amount. However, it didn’t warn us that our customer had never before sent an ACH credit to this beneficiary. 
6. The number of ACH frauds involving incoming corporate debit transactions was down from 2012. But, the average loss amount was up 70%, at $24,000.
· The time it took for a commercial customer to find and report a fraudulent ACH debit transaction was, on average, 18 calendar days. 
· However, under NACHA rules, the guaranteed right of return for an unauthorized commercial transaction is just two business days. 
7. ACH associations around the country tell bankers that, for up to one year, they can sue an ODFI for “Breach of Warranty” if the bank refuses to take back a bogus transaction. But …

· The lawsuit usually has to be filed in the state where the ODFI resides. 
· It will be expensive, winning is not guaranteed and litigation costs won’t be awarded.
· The general consensus: most banks that are victims of ACH fraud don’t pursue recovery.

8. The fraud detection system used by a bank directly impacts its risk of a loss from ACH fraud.

· There are several good solutions in the market, including our SAM system.
· The cost of our product is up to 75% less than Bankers Toolbox and Verafin. If SAM helps you stop just one average ACH fraud in four years, you’ll recover the cost of your investment. 
Case #2—He seemed like such a nice young man.
An organized crime group, thought to be from Africa, has perpetrated the fraud we describe below at 20+ banks and credit unions in Atlantic coast states.

1. A college student from a foreign country has an account at a community bank. The account is 1-2 years old and has normal activity.
2. An incoming IAT credit for $15,000-$20,000 is received for the account. If the bank contacts the student, he’ll explain that the funds are from his family and will be used to purchase a condo. 
3. The student comes to the bank a day or two later and signs paperwork for a wire to complete the condo purchase. However, he asks management to hold the wire until he calls later that day. 

4. He calls later that day, the wire is completed and the bank believes the transaction is complete.

5. The student comes to the bank 2-3 months afterwards to close his account and, you guessed it, denies ever calling the bank to complete the wire.

6. If the bank records the phone call and the person making the call is the student, it’s in the clear. But if both things don’t happen, the transaction can be voided by the customer.
· The clock for disputing a wire is 60 calendar days—but that’s 60 days from the date the customer receives a statement that shows the transaction.
· This fraud usually occurs in the first 10 days of a new statement cycle. The transaction is disputed 75-80 days after the wire is sent (but still within the 60-day limit).
· From what we understand, every bank victimized by this scam has taken a loss.
Bottom line: under no circumstances should you do a large wire for a customer based on a phone call. The fact that the customer signed a form requesting the wire earlier in the day will likely make no difference, if the customer later disputes the transaction.
Wayne Barnett Software has products that help with BSA/AML compliance, customer modeling & fraud prevention, OFAC compliance, wire transfer operations and customer-knowledge management.
Our products are easy to use, affordable and we don’t use cloud-computing. (The regulators have their doubts about cloud computing and so do we. More importantly, we wonder how many cloud-based software companies can make their customers whole if their data center is hacked. Your software should reduce risk, not create it!) 
We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business! Please contact us at 877-945-4344 or at wbarnett@barnettsoftware.com. [image: image1.png]
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