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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), call us at 877-945-4344. 
Case #1 – A little here, a little there … dang, it quickly adds-up.
“We lost $51,000 last month,” said the head of Deposit Ops. “The total for the last three months exceeds $120,000. Our outside auditors noted that losses caused by fraud could exceed $300,000—and that’s a 6% reduction in earnings. Can your software help us?” The rest of the story is outlined below.
1) The bank is located in a mid-size southern city. It has just one office and $600 million in assets.

2) The customer base is mostly consumer with a high number of folks over the age of 60. People this age still write a lot of checks. 


3) The losses are being caused by fraudulent checks written in amounts between $1,000 and $4,500.

4) The people being stolen from write checks every month, so their accounts are active. Their checks are usually small (seldom over $500 and their balances large ($10,000-$15,000).


The crime is happening nationwide. The good news: our Suspicious Activity Monitor (SAM) helped this bank stop $31,000 in fraudulent checks the first month it was installed. The next month saw a dramatic drop in attempted fraud and the police believe the thieves moved on. 
“The FBI tells us this is the work of organized crime,” said a spokesman for the local police. “A likeable, well-spoken man or woman will get a job at Walmart or Dollar General, use their phone to take pictures of customer’s checks, and then start stealing with counterfeit checks.”

“They’ll use the counterfeits to purchase TVs, gaming systems and other goods that are easily resold for cash,” said the policeman. “After 3-4 months, and thefts of $350,000-$500,000, they move to another town. This is a crime that bankers can best stop and we’re hoping they get more proactive at doing so.”
Case #2 – And then, a little bit more.
“We’re losing $30,000 a month from check fraud,” said another bank’s Fraud Prevention Officer (FPO). We described the scenario from Case #1 and asked if this was her situation too. “No,” she said, “We’re getting burned on fraudulent deposits.” Here’s the rest of the story:

1) The bank is located in a mid-size, mid-western city. It has $1 billion in 
assets and 18 branches. 


2) Three of the branches are in college towns. Students at all three schools are receiving checks in the mail, payable directly to them, for amounts of   $1,000-$4,500. 


3) The checks are accompanied by a letter from a non-profit organization (NPO). The letter reminds the student that during registration they asked for the NPO’s help in applying for all available grants. It also says the enclosed check is one-half of a grant the NPO helped the student win.
4) The letter instructs the student to deposit the check, wire $350 to the NPO’s account in Canada (their fee for assisting the student) and then look forward to receiving the second half of the grant payment. 

5) Needless to say, the NPO and the checks are phony; any money the student sends to Canada or spends is lost. And, since most college students are broke, the loss is ultimately borne by bank. 
“We can only stop this by putting exception holds on the checks,” said the FPO. “The tellers are pretty good at doing that but we’re still losing $30,000 a month.” We showed the bank how to use our SAM product to fight this and they significantly cut their losses. 
Case #3 – Half just isn’t enough.
A current regulatory trend directs banks to expand their annual BSA audit to include an independent verification of their BSA/AML software. Likewise, some banks that rely on manual review procedures are being told to lease a system for a short while, to see if an automated review produces different results. (Note: Wayne Barnett Software has short-term leasing options for its products.)
“The independent verification reports conclusively show that most banks still ignore small cash transactions,” said a senior regulatory official. “85% of banks only monitor cash transactions that are $2,500 or more. They support this decision by noting it’s half the SAR amount--but that argument is flawed. The $5,000 threshold in the SAR instructions is not a daily figure.” 
“BSA audits that include independent verification are commonly finding customers who use multiple small cash deposits to launder $20,000-$30,000 a month—and the bank is totally unaware,” said the regulator. “That has to end.” 
“The goal of the independent verifications is not to ensure all CTRs are filed,” said the senior official. “It’s to show management what suspicious activity they may be missing, based on their BSA/AML review procedures.”
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