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Case #1 – Her momma done raised her right.
Federal law enforcement officials that we spoke with estimate the crime we describe below occurred 2,000 times in the first six months of the year. They predict it will occur 8,000 times in the second half. 
· Grandma Jones, like many seniors, has a PC that she uses daily. She bought it to converse with the grandkids. She also uses it for shopping and to verify receipt of her monthly social security payments.


· Grandma loves to read but her diming eyesight limits this pleasure. She also loves a bargain!


· Grandma recently received an e-mail from AARP (or so she thought) offering her a Kindle Reader with automatic large print and annual subscriptions to four magazines, for the bargain price of $1/month.


· The old dear clicked on the link and filled out the form to complete her purchase; however, she never received the Kindle or her magazines. 

· Needless to say, the e-mail was bogus. It was a phishing scheme run by organized crime; clicking on the link compromised grandma’s computer.


· The hackers who took control of the PC stole grandma’s user-ID and password, and used a series of four “bill pay” transactions (aka outgoing ACH credits) to steal $17,000.
“The bad thing about these thefts,” said an agent with the FBI, “is that they usually don’t happen just once at a bank. In most cases the hackers target a specific bank and steal from multiple accounts, concurrently, until the thefts are detected; then they move to a different bank. We’ve seen small banks lose a $100,000 from this fraud … and in the future it will only get worse.”
“There are four factors compounding our work to stop these crimes,” said the agent:

1) Most seniors don’t have up-to-date virus detection software. A woman in New York was victimized for $92,000. When asked why she didn’t have security software on her PC she responded “I don’t need that, I don’t go to porn sites.”

2) The transactions typically happen in the second and third weeks of the month, outside of the normal time when payments are received and people check their balances.


3) The transactions are small, typically less than $5,000. However, the hackers will do one a day until the account is drained.


4) The targeted banks accept “bill bay” transactions until 9:00 p.m. EDT; most of the fraudulent transactions are posted after 5:00 p.m. local time. This timing strategy ensures the transactions aren’t checked by the bank, prior to being sent to the Fed.
“Community banks are most often targeted for this crime,” said the agent. “Their risk management systems are less sophisticated and their customers more trusting.” A final note from the agent: “It’s not our job to assign responsibility for the losses, but, every loss I’m aware of was borne by the bank.”
Case #2 – You know … I thought they looked familiar.
Another type of fraud, also tied to organized crime, is sweeping the country and focuses on community banks with multiple branches. An overview of the crime is presented below. 
· A young husband and wife are relocating to a small town that’s 1,000 miles from their current home.


· They open a checking account in their new town with a small amount of cash. A week later they deposit a cashier’s check for $5,000. The bank gives immediate credit of $200 and puts a one-day hold on the rest. 


· The young couple withdraws most of the remaining funds the next day. 


· The deposited check is counterfeit and returned, the second day after it is deposited (which is also the day after the funds are withdrawn).


· Most bankers will look at this scenario and say “I’m not going to concern myself with a $5,000 loss.” However, if your bank has multiple branches and the young couple does the same thing at several offices (using different phony IDs, of course), the losses can quickly grow. 


· A pair of criminals working in the south recently opened 60 new accounts over a two week period and stole $270,000 ($81,000 of which came from one bank with 30+ branches).

“I had never heard of this fraud, nor had the company we use for fraud software” said the bank’s chief risk officer. “They quickly updated their product to help detect this activity and we’re confident it won’t happen again.”
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