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Case #1 – New Sheriff, new rules.
In May, new OCC Chief Thomas Curry announced that “operational risk” will be the primary emphasis for national bank exams. Operational risk focuses on staff, systems, policies and procedures—and the risk of loss created when things go wrong.  
“As banks and thrifts face greater resource constraints and higher compliance costs,” said Mr. Curry, “they may feel greater pressure to economize on systems and process in order to enhance their income. All institutions must resist the temptation to under-invest in the systems and controls needed to prevent greater risk and larger losses.”

In the short time since Mr. Curry’s announcement, we’ve heard two common exam findings; they are noted below. 

1) BSA Compliance was found lacking at many institutions. The most common examination finding: failure to detect structured small transactions that aggregate into large amounts. 

“We’ve always monitored daily cash transactions of $2,500 or more,” said a cashier we spoke with. “At this exam the regulators found a few accounts with multiple small cash deposits that, over a period of a month, aggregated to more than $10,000. They now want us to actively search for what they termed “structured small transactions”. They won’t order you to buy BSA software but you can’t do this without it.”


2) Procedures for detecting ACH fraud are lacking at most banks. The FBI predicts that in 2012, 17% of banks will have losses from ACH fraud. Most of the losses will occur at institutions with assets below $300 million. 

“Every week brings new stories of ACH fraud,” said a senior regulator. “It’s common to see losses of $30,000-$50,000. That’s a big loss for a small bank and it’s getting worse.” 

Case #2 – A little here, a little there.
A small concrete company had seven checks that totaled $35,000; almost all of the money was needed for payroll—and therein was a problem: the owner knew the bank would not give him immediate credit for a deposit that large. 

A desperate situation calls for new ideas and the owner came up with one: he structured the deposit into five transactions and conducted each at a different office. His strategy worked: no hold was placed on the account. 

“You’d think our banking system would be sophisticated enough to catch this scheme, but it wasn’t,” said the bank’s cashier. Checks totaling $26,000 were returned NSF. Even though the items were returned timely, most of the funds were withdrawn and we have a loss. Please advise your readers to verify how their system handles multiple same-day small deposits.”
Case #3 – Ratings made easy (or at least easier).
Assigning risk ratings to consumer accounts is again an issue at community banks. This is especially true for banks in a High Intensity Drug Trafficking Area (HIDTA) and High Intensity Financial Crimes Area (HIFCA). 

The FFIEC BSA manual recommends risk rating consumer accounts that belong to Politically Exposed Persons (PEPs), nonresident aliens and foreign nationals.  At most banks these folks comprise less than 1% of the consumer customer base. As for the other 99% … there’s nothing in the BSA manual that directs banks to risk rate these accounts … but if you’re a state bank, the regulators may soon direct you to do so
Many of our customers have addressed this issue by including the verbiage below in their BSA policy. It’s been reviewed by hundreds of regulators and, in most instances, well received.
 
“All consumer accounts are considered low-risk, unless one of five conditions exists:”

1. The total cash-in or cash-out transactions for a customer-relationship exceeds $5,000 in a calendar month. (Note: you’ll need software like ours, Global Vision or Bankers Toolbox to monitor this condition.)
2. The customer is on the list of high-risk customers published by the FFIEC (that is, PEPs, nonresident aliens and foreign nationals). 

3. The customer appeared on a FinCEN 314(a) list. 

4. The customer’s records were subpoenaed in what appears to be a criminal investigation.

5. Other suspicious activity involving checks, ACH or wires comes to the bank’s attention and aggregates to more than $5,000 in any calendar month.
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