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Case #1 – Old law, new interpretation.
The law governing wire transfers dates back to 1989, when the Uniform Commercial Code (UCC) was revised with Article 4A. Changes to the UCC are always slow to be adopted and this was especially true with 4A, which was strongly opposed by the banking industry. In 1991 the Federal Reserve bypassed the state-adoption process and instead made UCC 4A Federal Law by incorporating it into Regulation J.
UCC 4A/Reg J specifies three rules for completing a wire transfer.

1) The transaction must be authorized.

2) The bank must have a security procedure that proves the transaction was authorized.

3) The security procedure must be commercially reasonable and agreed to by both parties.
Reg J does not specifically address what comprises a “commercially reasonable” security procedure. However, it does state the procedure can NOT be based solely on the presence of a signature. 
This story from 1993 illustrates a common violation of Reg J.
1) A bank president received a phone call from a good customer, asking that $63,000 be wired to a cattle feedlot.

2) The customer faxed a signed letter to the bank with the payment instructions.

3) The Wire Department Manager checked the signature, confirmed the wire with a phone call and completed the transaction.

4) 28 days later, the customer disputed the transaction. He agreed the signature on the faxed instructions was his but denied signing it. He also denied involvement with the initial or confirming phone calls.
5) The two parties went to court; the bank lost on summary judgment. The judge ruled against the bank because it did not record the initial or confirming phone calls. Their only proof of authorization was the signature on the fax. (And, as previously noted, Reg J prohibits wire 

transactions when the only proof of authorization is a signature.)
6) The court ordered the bank to credit the customer’s account for $82,000 ($63,000 for the wire and $19,000 in legal fees).
Similar scenarios have occurred dozens of times in the past 20 years and banks have lost every time. On June 13, 2011 a Federal Judge made a bad situation worse for independent banks; the facts are these:
1) Comerica Bank was sued by a customer after the customer’s account was debited $560,000 for fraudulent wires.
2) The thief used a phishing scheme to steal the customer’s Internet Banking System (IBS) user-ID and password.
3) The customer had previously agreed, in writing, to hold Comerica harmless for losses caused by unauthorized wires when they were executed with proper IBS credentials.

4) All of the fraudulent wires were sent to foreign countries. Interestingly, the customer had not previously used the IBS to initiate foreign wires. Also, the total number and dollar amount of the wires far exceeded the customer’s normal activity.
 
5) Comerica’s back-office systems did not stop the fraudulent wires. The judge concluded the back-office systems at peer banks would have. Accordingly, he ruled that Comerica’s security procedure was insufficient to combat a known risk (that is, phishing) and by current standards was NOT “commercially reasonable”. 


6) The judge’s decision voided the “hold harmless” agreement. The customer was awarded $560,000 plus attorney’s fees.

Comerica has said it will appeal this decision. If they do, we believe they’ll lose. It appears management was cheap when it came to its fraud detection strategy and now Comerica will pay a much higher price.

Most bankers will read this story and think the same scenario can’t happen to them—but they’re wrong. Why? Reg J stipulates that all rules applicable to wires are also applicable to ACH—and 80% of banks have no means to search for fraudulent ACH transactions. 


If your customers generate a high number of ACH transactions, and your bank is remiss in searching for fraud, a “Reg J” loss is likely in your future.
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