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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act, Anti-Money Laundering and Fraud-Prevention programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Editor’s Note: A 2010 FBI report estimated that in 2009, ACH fraud topped $120 million. A more recent study estimates that in 2010, 17% of U.S. banks (or 1 in 6) had ACH fraud losses in excess of $20,000. Based on the studies, the question is not will your bank be a victim of ACH fraud; rather, when will it happen and how much will it cost you.
Case #1 – Tats, piercings and wingtips.
A southeastern bank recognized a $60,000 ACH fraud loss. The facts, as told to us, are these.

1) An orthodontist, age 54, was struggling with the aftermath of divorce. He kept his practice; ex-wife got everything else. 


2) Nine months after the divorce things improved and our doctor found his soul mate—his newly-hired receptionist.


3) The two lovebirds didn’t appear to have much in common:  she was 19 (yes, 35 years younger) and had multiple piercings and tattoos. 


4) What they did share was a love of escapism via cocaine.


5) Two years prior, the doctor had implemented a policy whereby he used ACH to charge his clientele. (Note: this practice is common; many licensed professionals use ACH to avoid interchange fees.)


6) In a moment of drug-induced insanity (or so the doctor claims), he used ACH to fraudulently overcharge his clients $90,000. 


7) Upon receiving $60,000 of the fraudulent overcharges, our two lovebirds left for the west coast. 


8) The doctor was arrested attempting to buy coke from an under- cover police officer. The girl vanished with the remaining cash. 


9) The doctor subsequently completed rehab, filed for bankruptcy and restarted his practice. A plea deal is being negotiated and prison time is unlikely (as is the recovery of any money by the bank).


“You don’t think it will happen to you, until it does,” said the bank’s cashier. “We’re lucky that’s all he took. Our internal controls did not detect what the doctor did. We now have better procedures.”
Case #2 – It’s not our fault … no, really, it’s not. (Want to bet?) 

A southwestern bank recently recognized a $110,000 ACH fraud loss and may have to recognize $90,000+ more. The facts, as told to us, are these.

1) An investor owned three apartment complexes totaling 500 units. 


2) An unaffiliated company managed the three complexes.


3) Most tenants paid their rent by check. To avoid charge-back fees, the management company converted the checks to ACH. 


4) The management company served the investor well for 14 months. It then committed ACH fraud by overcharging 105 tenants. The tenants authorized $90,000 in transactions; the management company collected $200,000. 


5) The $200,000 is gone, as is everyone associated with the management company. 


6) The bank has written-off the $110,000 in overcharges. The bank’s insurance company denied a request for indemnification, citing “…a reckless disregard for ACH fraud-detection controls.”


7) The investor has sued the bank for the $90,000 he did not receive, claiming the bank should have detected and prevented the fraud. 


8) The bank is asserting collusion between the investor and the management company. (Note: all individuals involved are foreign nationals from the same country.)


9) The attorney for the investor is also pursuing a class-action lawsuit on behalf of the tenants who were overcharged and incurred financial harm.


“We’re not sure where this is going,” said the bank’s CEO. “No one—not our auditors, Regulators or vendors—properly conveyed to us the risk in ACH operations. This will cost us some but the story is a long ways from over.” 
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