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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – The bullet they dodged may ricochet back.
A small manufacturing company and a Southern Regional Bank are having a very public argument over $800,000 in unauthorized wire transfers. Litigation has been filed, newspaper articles published and blogs posted. The facts, as told to us by the manufacturing company, (the bank declined comment) are these.

a) The manufacturing company asked for and received permission to originate wire transfers via the bank’s Internet Banking System (IBS).

b) The IBS security controls allowed any authorized user to singlehandedly enter, verify and transmit a wire—regardless of the dollar amount. 
c) The IBS agreement placed just two restrictions on outgoing wires: they had to be domestic, and, paid with collected funds. The wires were not reviewed by the bank for reasonableness, prior to posting.
d) The IBS authenticated the transaction by verifying the customer’s user-ID, password and IP address. 

e) The system administrator for the customer was responsible for adding new users and registering new IP addresses. 


f) The IBS did not verify the admin’s IP address when registering a new user and/or IP address—and therein lies the problem. If the admin’s user-ID and password were somehow stolen (think e-mail phishing), the thief could register a new user and IP address from any computer in the world—and that’s exactly what happened.
g) A hacker in Italy phished the admin’s user-ID and password, and registered a new user-ID with his IP address. A couple of days later, over a period of two days, the hacker executed two unauthorized wires totaling $800,000.
h) The bank’s fraud-detection system kicked-in after the second wire; the bank recovered $600,000 of the stolen funds. The customer asserted the bank should have reacted quicker, as both wires far exceeded their normal activity.
i) The bank filed suit against the customer, asserting that its wire transfer system had “commercially reasonable security controls” (as required by Regulation J) and that any disparaging comments would be libelous.

j) The customer has not decided what, if any, action it will take. They were advised to file suit for recovery and subpoena the bank’s audit and examination reports. It’s believed if an auditor or examiner recommended to bank management that it (1) review large wires generated via the IBS for reasonableness, or, (2) verify the admin’s IP address prior to adding new users/IPs, the “commercially reasonable” argument will be disallowed.
Bottom line: if your bank allows customers to originate wires via its IBS, your security controls better be bullet-proof. Every auditor and examiner we asked concurred that IBS-originated wires are high-risk transactions that warrant scrutiny.
Case #2 – There is such a thing as too helpful.
More and more banks are allowing consumer customers to originate ACH debit transactions—and some are having significant losses from fraud. Please let us tell a story we’ve heard several times in the past year. 
a) A new customer asks for permission to originate ACH debit transactions so that he can use your IBS to access his funds at Another Bank.


b) You send a small ACH credit to new customer’s account at Another Bank. You tell new customer he’ll be allowed to originate ACH debits against the account, once he confirms the amount of the credit.
c) New customer confirms the amount (which is almost always between $.31-$.39), or gets within a penny—and your customer service rep gives new customer the requested ACH debit-origination authority.
d) New customer moves $20,000 from Another Bank to your bank, withdraws the funds and closes his account. All is well … until you discover that new customer didn’t own the account you allowed him to debit. Your bank was duped by a slick con man and is responsible for any resulting loss.
 
Bottom line: every bank has an IBS. Let new customers access the system at their other bank, if they want to electronically move money to your bank. If you allow new consumer accounts to originate ACH debit transactions, you will likely regret it. 
About Our Company

Wayne Barnett Software, a Texas Corporation, has products that help with BSA/AML compliance, Suspicious Activity Monitoring (including IATs) and Wire Transfer Operations.

We have the best prices and customer service in the industry. We’re also the only BSA software company that lets you try our systems for 30 days, at no cost or obligation. 
If you would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.[image: image1.png]
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