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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Be careful what you DON’T spend.
Some banks deem training and compliance as discretionary expenses. Needless to say, the Regulators disagree. In the past they have assessed civil monetary penalties (CMPs) when institutions haphazardly cut these operations. But effective immediately, the rules have changed: Regulators now assess CMPs against directors, in their personal capacity, at banks with egregious BSA & compliance violations. 

“The need for strong compliance operations is greatest when the economy is weak,” said a Regulatory official we spoke with. “Every Examiner has seen stressed-out bankers turn a blind eye to bad situations, when the pressure to generate profits was extreme. HMDA violations, Reg O violations, BSA violations: all are on the rise—especially at banks with high loan losses.”

“In the past,” said the official, “when CMPs were levied against a bank, minority shareholders often filed suits to recoup their lost value—which compounded the problem since the board approved extra spending to defend itself. The new Supervisory Policy better protects minority shareholders and banks; directors that have acted irresponsibly now personally suffer the consequences.”

“And just so there’s no misunderstanding,” said the official, “your readers should know it’s illegal for banks and insurers to indemnify directors assessed CMPs”. Will this make it harder for banks to find qualified directors, we asked? “If it does,” said the official, “we’ll visit the bank and discuss the issue further.”
Case #2 – High risk, low reward.
In the past few months Regulators have repeatedly cautioned banks about wire fraud. Please allow us to briefly describe the issue.
· A customer with access to your Internet Banking System (IBS) has their user-ID and password stolen. (It’s hard to believe customers are still falling victim to phishing schemes, but they are.)
· The thief uses the stolen IBS access to steal money from your customer by sending a wire transfer to a willing, but unknowing, third-party (aka, a Smurf). 

· The Smurf withdraws the funds immediately upon receipt of the wire and uses a non-bank transmitter (for example, Moneygram) to send most of the money to the Bahamas. (He’s allowed to keep $150 for his efforts.) 
Do banks have any financial liability when their customers suffer such losses? The short answer is MAYBE.
· Regulation J is the governing law for wire transfers. Reg J specifically states that banks can only transact wires that are specifically authorized by customers.


· IBS agreements typically state that all transactions initiated with the system are considered authorized, since confidential passwords must be entered prior to the transactions occurring.

· However, lawsuits have been filed seeking restitution of funds and attorney fees. The plaintiffs argue that the “Mother Hubbard” language in an IBS agreement is insufficient to authorize wires.
We have no idea how this situation will be resolved. However, if your IBS lets you limit which accounts can initiate wires (and most do), we recommend you do so. Less than .1% (that is, 1 in 1,000) of your customers will use your IBS to initiate wires. Giving access to the other 99.9% may expose your bank to a high risk of loss.
Case #3 – High risk, low reward #2.

15 months ago we cautioned bankers to limit the amount of cash that non-customers could withdraw from their ATMs. We were labeled as fear mongers by the large ATM service providers, who assured their customers they had no risk of loss. 

Now there’s word that a group of Russian hackers stole $9 million in 12 hours, by using foreign debit cards to execute repeated ATM withdrawals. (One thief with a single foreign debit card can easily withdraw $50,000 from an ATM in 90 minutes.) All banks involved in the theft were made whole. However, when this happens again (and you know it will) there will likely be bankruptcy filings by the service bureaus and some banks will take a large hit. 

Placing limits on non-customer ATM withdrawals may cause your bank to lose $200 in annual revenues—but it may save $50,000 (or more) in theft losses. The “too big to fail” banks have all limited ATM withdrawals. If your ATM service provider doesn’t give you this option, you should demand that it do so. 
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products that help with BSA/AML compliance, Suspicious Activity Monitoring (including IATS) and Wire Transfer Operations.

We have the best prices and customer service in the industry. We’re also the only BSA software company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you would like to see a live demonstration of our systems via the Internet, call us at 
877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.[image: image1.png]
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