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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Be careful what THEY ask for.
Most people have a $300 daily limit on ATM withdrawals. Most banks will increase the limit to $1,000 a day (or more) for established customers. However, we advise caution on doing this, and several bankers we’ve spoken to agree.

 “We’ve been burned two different ways from increased ATM limits,” said a Credit Union CEO we spoke with. “The first involved a member who often travels on business in the Caribbean. We upped his limit to $1,500 a day and his card info was stolen. Thieves used the info to empty his account—and the loss to us totaled $30,000.”

“The second also involved international travel, this time in India. A member with a daily ATM limit of $2,000 supposedly used his card every day for six weeks, to withdraw almost $60,000. The member has not disputed the transactions but I know he didn’t do them; I saw him playing golf, while his ATM card was on a different continent. We may not have a loss here but we don’t want our institution used this way.”

The credit union implemented two new procedures for combating this issue:

· Members that use ATM cards to withdraw more than $500 a day are charged a fee, ranging from $5-$25, depending on the amount of the withdrawal. 

· Members that withdraw more than $500 in a day must be contacted by phone. If the member can’t be reached, the card limit is dropped to $100.
 “We’ve lost a few members but none we’re sad to see go. The revenues they produced did not justify the risks they created. We’ll gladly let Wells Fargo have them.”
Case #2 – Wanted: dead or alive.

We’ve spoken with five banks in the last couple of months that were victimized by ATM thieves. Specifically, bad guys used stick-on card readers and small fiber optic cameras to steal ATM card info and pins. In most instances, the ATMs were remote walk-up locations and typically on a busy highway. The losses attributed to the stolen data range from $20,000 to $500,000.

“The police explained that a card reader and camera can be obtained for $300,” said a 
bank cashier we spoke with. “The thieves prefer walk-up ATMs over drive-ups, because it’s easier to install the camera that’s used to capture the PINs. It takes just 2-3 minutes to install the reader and camera. The bank’s security camera took pictures of the thieves as they did their work, but the police say it’s unlikely they’ll be caught.”
“We’re taking steps to fight back,” said the banker. “Branch managers now check their ATMs every Saturday and Sunday morning for capture equipment. We’re also paying a $250 bounty to any employee that finds capture equipment. We hope this spurs our folks to check the ATMs, any time they drive past one.”
Case #3 – A very happy ending.
A credit union on the east coast recently used its fraud-detection software to catch a thief in the act. The facts, as told to us, are these:
· A bookkeeper at a church embezzled $120,000. She used a series of ACH transactions initiated via the Internet to steal the money.
· The church’s bank processed the transactions without reservation. 


· The credit union receiving the incoming credits observed that the deposits were 80x greater than the member’s norm. The credit union has excellent Suspicious Activity Monitoring software that it uses diligently.
· The credit union contacted the originating bank to share its concerns about the transactions. It also put a hold on the member’s account.
· The bank contacted the church and confirmed the withdrawals were unauthorized. The bookkeeper was arrested.
“We would not have had a loss,” said the credit union’s BSA Officer. “But we’ve been given credit for stopping a horrible theft—and that’s a great feeling!” 
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