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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – A necessary delay.
The introduction of incoming International ACH Transactions (IATs) to the U.S. banking system has been postponed from March 20, 2009 to September 18, 2009.
“We’re amazed,” said a Senior Regulator in Washington, “at the number of institutions unprepared for this major change. There are serious safety and soundness issues relating to IATs, and too many institutions are unaware of the risks.” We describe some of the concerns below.
· Criminals operating in a foreign country will use incoming international ACH debit transactions to steal from your customers. The bank can quickly recover the stolen funds. However, you’ll likely lose customers that were horribly inconvenienced by the fraudulent emptying of their bank accounts. 

“A lot of bankers think the risks with IATs are no greater than the risk with debit cards—and they’re dead wrong,” said the Regulator, “It takes several days to steal $10,000 with debit card fraud. A smart thief operating in Eastern Europe can steal the same amount with one fraudulent IAT.”

· The Wire Transfer Travel Rule is applicable to IATs, regardless of the dollar amount. The minimum information that banks are required to obtain and retain is outlined below. (Note: IATs missing any of the Travel Rule information are supposed to be rejected by the originating institution.)

· Originator’s name, address and account number
· Beneficiary’s name, address and account number
· Originating bank name and ID number
· Foreign Correspondent bank name and ID number
· Receiving bank name and ID number

· Reason for payment

· All parties identified in an IAT (including the twelve addenda records) have to be checked for OFAC compliance. The Fed and other ACH Gateway Operators will do an initial OFAC check, but, they will not block prohibited transactions; that responsibility is borne solely by the bank.
The Fed offers new tools for managing IAT risk. You can get more information at www.frbservices.org/help/fedach_iat.html#a2. You can also use software products like Banker’s Toolbox or our Suspicious Activity Monitoring (SAM) System, to alert you to IATs and other infrequent or unusual transactions.
Case #2 – It’s all in the numbers.
We hear a dozen stories each month from bankers who have lost money by depositing or cashing fraudulent checks. One specific type of high-dollar check-fraud is occurring throughout the country; we’ve outlined it below.
1. A thief takes a job at Wal-Mart or Dollar General, and quickly becomes the new best friend of an employee there that is a working single mother. 

2. The thief tells new best friend that her dad died last year, and the IRS is sending her a check that is owed to her dad’s estate. The amount of the check ranges from $9,000 to $18,000.


3. The thief does not want to receive the check in her name; she’s going through a divorce and doesn’t want her soon-to-be ex-husband to get half. She offers new best friend $3,000 if she’ll accept the check in her name and deposit it. 


4. The check, which is a good-looking counterfeit, arrives a few days later. New best friend takes it to the bank and deposits it. The teller does not put a hold on the check; the bank’s policy is give same-day availability on IRS checks. 


5. The money is withdrawn the next day; the counterfeit check is returned as a fraudulent item a few days after that.
How bad is this problem? Very! We’re aware of banks in eleven states that have lost money from fraudulent IRS checks. And the bad thing is, even if the tellers put a hold on the item, the hold may release before the check is returned. 

The best solution for combating this fraud is to have the Head Teller closely review all IRS checks—even those that are deposited— and put extended holds on those that look suspicious. (Reg CC 229.13(e) allows this; the norm we’ve observed is to hold such deposits for 11 business days.) If a review by the Head Teller isn’t a viable option, you can use software (like our SAM system) to look for deposits that fail the “smell test”.
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products that help with BSA/AML compliance, Suspicious Activity Monitoring/FACT Act Compliance, and, Wire Transfer Recordkeeping. Our customers range in size from $9 million to $9 billion in assets. 
We have the best prices and customer service in the industry. We’re also the only company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.[image: image1.png]
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