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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may effect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Give them credit, they’re inventive.
We’ve heard of two new money-laundering schemes. One relies on ACH transactions; the other uses ATM/Debit Cards.  Both are outlined below.
· Drug dealers in college towns are giving students large sums of cash ($7,000 to $9,500) to deposit into their bank accounts. If the bank asks the source of the cash, the student is to say he sold his car. On the following day, the student uses an Internet-based ACH service to transfer the money back to the drug dealer. The students are often coerced into assisting the dealer. The cost to launder the funds is minimal.

“Most of the people doing this are young, scared, and fighting addiction.” said a law enforcement official we spoke with. “They don’t realize the seriousness of the crime. We recently arrested one student who helped launder $120,000. We believe he and other students helped the dealer launder $3 million.”
 
· Drug dealers will open an account with $25,000-$50,000, and request 3-6 ATM/Debit Cards. The cards will be sent to people in Mexico, Europe, and South America. They’ll be used to withdraw cash and buy goods. This scheme has been used to launder $50,000 a week.
 
“The dealers have found a way to transfer funds out of the country, without raising any suspicions” said a law enforcement official we spoke with. “It’s not the most efficient way, but, it works and it’s hard to detect.”

The use of both schemes is increasing. Said a Regulatory Official we spoke with: “Accounts opened with $5,000 or more in cash should be flagged as high-risk and monitored. The same is true for accounts that request more Debit Cards than there are signors.” 
Case #2 – MSBs, a few more things to consider.
The frustration with MSBs continues. Allow us to share a few things we’ve heard.
· Banks regulated by the OCC must file SARs on customers that are unregistered MSBs. One way to verify registration is to view FinCEN’s list of MSBs at www.msb.gov/guidance/msbstateselector.php . If a customer tells you he’s registered but he’s not on the list, you’ll probably want to file a SAR. 

Thrift institutions and state chartered banks aren’t covered by the OCC’s directive. However, we’ve heard from several that were criticized by their Regulators, for not filing SARs on unregistered MSBs.

· The support staff at FinCEN has told numerous bankers and consultants (including us) that a company which inadvertently became an MSB can revert back to a non-MSB, by implementing a new cash disbursement policy. However, FinCEN won’t put this in writing. If you have a customer that wants to revert, we recommend you call FinCEN and confirm this policy. We also suggest you send a follow-up letter to the agency, documenting the conversation.

· If you are processing checks for an MSB, but not supplying the cash, you better have proof the customer is getting its cash from a legitimate source. If the customer won’t provide such proof, you may want to close the account. We’ve heard of two small banks that are facing fines and sanctions, after their MSB customers were caught receiving cash from organized crime. 

Case #3 – The light at the end of the tunnel…..is a fast approaching train.
We’ve heard several bankers predict the emphasis on BSA and AML will soon subside. They could be right, but, we don’t think so. We’ve just read FinCEN’s strategic plan for years 2006-2008, and we predict that BSA/AML scrutiny will increase. Nothing emphasizes this point better than the following passage, which is found on page five.
“Our aim is to reduce the vulnerability of U.S. depository institutions…to abuse by terrorist and other criminals.”
There’s only one way to reduce the threat of terrorist and criminal financing, and that’s to increase the analysis of data. It appears FinCEN will demand that, and is prepared to quickly sanction financial institutions that fail to comply (reference page six of the report). 
You can view the document at www.fincen.gov/strategicplan2006_2008.pdf .
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products to help you with BSA/AML compliance, Kite detection, and, Wire Transfer recordkeeping. Our customers range in size from $30 million to $8 billion, and are located throughout the country. 

We have the best systems, prices, and customer service in the industry. We’re the only company that lets you try our system for 30 days, at no cost or obligation. Please check our references, and give us a chance to add you to our customer list.
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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