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Case #1—We’ve seen it, we’ve heard it.
When the examiners next come to your bank, they’re going to ask for something they may not have asked for before: a list of your BSA alerts. So, what exactly are they asking for? Let us please explain.
1. A lot of people believe that the new Customer Due Diligence Requirements (CDDR, aka the May 11 rules) only apply to commercial customers; that’s not true. The beneficial ownership portion only applies to commercials; the rest of CDDR applies to all customers.
2. CDDR doesn’t specifically direct banks to create and retain a list of BSA alerts. However, the new rules do stipulate additional requirements for AML compliance; the verbiage below is from page 4 of the CDDR document. 
“The AML program requirement for each category of covered financial institutions is being amended to explicitly include risk-based procedures for conducting ongoing customer due diligence, to include understanding the nature and purpose of customer relationships for the purpose of developing a customer risk profile.”
3. So … what is meant by “risk-based procedures for conducting ongoing customer due diligence” (CDD)? Legally speaking, it means whatever you want—as long as the procedures are in writing and the regulators deem them adequate. 
4. What’s the criteria for determining adequacy? That’s hard to say; there’s nothing published that addresses this. But after speaking with seven recently-examined banks, managers at two national accounting firms and 13 regulators, we’re prepared to offer our guidance. It’s outlined below.
i. Your customer due diligence (CDD) strategy should start by identify customers whose recent activity warrants an in-depth  review. 
a. Your monthly CDD procedure can start by creating a list of all consumer customers that have $5,000 or more in cash transactions, and commercial customers that have $25,000 or more.
· The regulators refer to these lists as “trigger lists”. All customers on the lists should be carefully reviewed for significant unusual activity. 

ii. In order to identify significant unusual activity, the bank must first determine what’s normal cash activity for each triggered-customer. 
a. Your BSA system will use historical data to determine cash-transaction normalcy. If you don’t have a BSA system, your CDD procedure could take hundreds of hours.
b. After a norm is established, the CDD procedure can quickly calculate a risk score,
 based on the customers degree of significant unusual activity.

c. The import thing to remember is that large transactions don’t automatically qualify as significant and unusual.
· A customer with monthly cash-ins of $300,000 has significant but not unusual activity, if we anticipated cash deposits of $280,000 (a mere 7% variance). 

· But a customer with $120,000 in cash-ins, who was expected to have $80,000 qualifies as both significant and unusual. This situation wouldn’t necessarily create a BSA alert, but, it will increase their risk score.
iii. Your trigger lists can’t be limited to just cash; the lists must include all transactions. 

· Banks relying solely on cash triggers typically conduct 20-30 CDD reviews per 10,000 customers (a multiplying factor of .003 or 0.3%). That won’t cut it.
· CDD reviews that include all transactions will typically have a review rate of 0.8 – 1.5% (or 80-150 reviews per 10,000 customers); that will be deemed acceptable. 
iv. The CDD review must yield a risk score for each triggered-customer. 
a. The fact that you did a CDD review on a customer last month does not negate the need to do a new review this month, if another trigger occurs.
· The more triggers a customer has, the greater the risk of suspicious activity.
b. Most BSA systems (including ours) can conduct 150 CDD reviews in five minutes. Banks without BSA software will struggle with this requirement.
v. Your CDD review must produce a suitable number of alerts.
a. This brings us to our final point: the aforementioned “alert list”. 
· A customer is placed on the “alert list” when their risk score indicates that  suspicious activity may be occurring. 
· Based on what we’ve heard, 8 – 12% of reviewed customers should produce alerts. (In other words, 8 – 15 alerts every month, for every 10,000 customers).
b. Not every alert will warrant a SAR. But, every alert will require a case-file. (That is, documentation as to why/why not a SAR was filed.)  
· It’s the building of the case-files that may be the most arduous part of CDDR. (We can help with this.)
· Based on what we’ve heard, 10 – 15% of alerts should require a SAR.

Okay ladies and gentlemen, we know what you’re thinking: where did we get these numbers? The answer: from the regulators, auditors and bankers we spoke with. But—and here’s where it gets weird—the auditors say they’re following guidance from the regulators, and the regulators say they’re taking advice from independent auditors. So, honestly, we don’t know how accurate this information is. But we’ve heard it from enough sources that it warrants inclusion in our newsletter.
For less than half of what Verafin and Bankers Toolbox charge, we’ll provide great systems, sound counsel and 24x7 support. We’re Wayne Barnett Software. Our products are affordable, easy to use and we offer a 30-day free trial. Folks, we take the stress out of buying BSA software. Please give us a chance to earn your business.

Our phone number is 469-464-1902. Our e-mail is wbarnett@barnettsoftware.com. Thanks for reading.[image: image1.png]
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