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Case #1—Hiding in plain sight.
Many banks and credit unions will soon be switching their OFAC system. (This is because the product used by thousands of institutions is going away.) Needless to say, wholesale changes like this have caught the regulators’ attention—and they’re instructing entities to verify that their newly chosen product works correctly.
How can you tell if an OFAC system works? Well, the traditional logic has always been to enter a few commonly-know SDN names and see if the system responds correctly. This isn’t a bad procedure—but the regulators are now demanding you do more. Specifically, they want you to enter two uncommon SDN names (for example, names from the Specially Designated Global Terrorist lists). The two names most often chosen by the regulators are Hajji Yasir and Tbilisskiy Timur.

We know that after reading this article, many bankers will enter these two names into their OFAC system … and they’ll be disappointed by the results. Our regulatory sources tell us that 60-75% of OFAC systems fail to get a hit on either name.

So … what’s going on here? Let us please explain.
1. Everyone is familiar with the Specially Designated National (SDN) list. Likewise, everyone knows OFAC publishes a list of “also known as” (AKA) names.

2. The reason for the confusion (and why so many OFAC systems are deficient) is that OFAC actually has two SDN AKA lists: 

1) The separately published AKA list.
2) And, the AKA names imbedded in the SDN “comments-section”. 
· The two aforementioned “uncommon SDN names” are both from the comments-section of the SDN list.

3. We visited with two of our OFAC competitors; both thought the AKA names from the SDN comments-section were included in the AKA file. Trust us, that is not the case.
4. We also visited with OFAC; they confirmed that an SDN using one of the AKA names from the comments-section is considered a “blocked person”.
5. We then asked OFAC why the AKA names from the SDN comments-section weren’t included in the separate AKA file. Their answer: many of these names have been in the comments section for 15+ years and we’ve never heard of it being a problem.

· For the record: there are over 1,600 AKA names in the SDN comments-section.
Bottom line folks: these are legitimate SDN AKA names. They are difficult to extract from the SDN file, but, it can be done. If your new OFAC system doesn’t include these supplemental AKA names, you can bet the regulators will be harshly critical of your purchase decision.
Case #2—Wishful thinking.
A large industry trade group just published a whitepaper where they made a case for decreasing BSA regulation. Likewise, a national publication recently opined that the cost of BSA regulation should soon decrease. With all due respect to both entities, we disagree. We think banks that aren’t increasing their BSA budgets are making a mistake. Please let us explain why.

1. The new Beneficial Ownership Rules (BOR) have one primary goal: to detect and help prosecute tax-avoidance. FinCEN has estimated that BOR will cost the banking industry $300 million a year to implement, but, will produce $3 billion a year in additional tax revenues. It seems unlikely that BOR will be postponed or cancelled. 
· Complying with the new law is a complicated task. It took us 2,200 man-hours to enhance our products for BOR. Banks that don’t have a BSA system will likely want to budget for one. (Sorry folks, we’re just trying to give you a heads-up.)
2. The terrorist attacks plaguing other countries are resulting in U.S. regulators being more demanding on SAR filings. As one official recently said, “It’s our intent to turn-up the heat on banks that are filing fewer SARs that their peers.”  
Case #3—That was no gentleman.
The president of a southeastern bank was recently approached by one of his bookkeepers, who wanted to show him a video she’d made the previous night while working at her second job. At her second job, she works as an entertainer in a night club. The bank was just completing a long exam and the video showed several of the regulators behaving foolishly.
“I’m not trying to fault the examiners,” said the President. “I just want your opinion as to whether I should forward the video to their head office. I’m concerned something like this could be used in the future to blackmail someone.”  We responded no, we don’t think it necessary to contact the head office—but we would mention it to the examiner in-charge. “I really can’t do that,” said the CEO. “She’s front-and-center in most of the video and acting the biggest fool. The exam went well and we have no complaints. But, do we have a legal obligation to notify the agency when we see someone in authority acting irresponsibly?” Our response: no sir, you don’t—and, again, we wouldn’t. 
For less than half of what Verafin, GlobalVision and JHA charges, we can supply comparable systems and OFAC checking (and we’re a lot easier to work with). For just slightly more than you’re paying Bridger or Watchdog for OFAC checking, we can supply our full suite of services.
We are Wayne Barnett Software and we have everything you need for BSA/AML compliance, Beneficial Ownership, fraud detection, case-management, OFAC and wire transfer recordkeeping. Our products are affordable, easy to use—and your data stays in your bank!
We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We promise to work hard to earn and keep your business. Please contact us at 877-945-4344 or wbarnett@barnettsoftware.com.[image: image1.png]
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