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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1—Don’t bet on it.
At your next exam, the regulators may ask what the bank is doing to search for unlawful internet gambling (UIG). “We didn’t understand this law as well as we should have,” said a bank CEO we recently spoke with. We had a generic policy from a seminar we attended, but no routine procedures—so we got dinged in the exam report. Can you talk about this in your newsletter?” Yes ma’am, thanks for asking.
1. The technical name of the law is Regulation GG: Prohibition on Funding of Unlawful Internet Gambling.
2. The law only applies to commercial businesses. It is not a crime under Reg GG for consumer customers to pay their legal gambling debts via on-line transactions. 
3. The most common UIG involves on-line card games and credit cards; most community banks have no contact with this type of UIG. 
4. The second most common type involves sporting events and national elections. This is the type of UIG that most often impacts community banks.
i. The illegal gambling on these events is often instigated with privately-owned ATMs and settled with ACH transactions.

· The ATM owner will use the payment networks to verify the availability of funds, but, use ACH transactions to collect and pay the amounts wagered.

ii. These ATMs are usually found in odd locations (such as the backroom of a bar or convenience store). 
· The ATMs usually don’t disburse cash. Their only purpose is to facilitate UIG, so they’re not accessible to the public. 
· If asked about the ATM, the owner will say it doesn’t work or is used by customers that want privacy
iii. But privately-owned ATMs aren’t your only worry: all companies that originate ACH transactions have the potential to be involved in UIG. 
· Spikes in origination volumes that correlate to national events are a strong indicator of UIG.

· The examiners will look closely at such spikes and ask you to explain why they occurred. (And trust us: they will not be happy if you don’t have a ready answer.)
iv. If your bank has no customers that originate ACH transactions, your risk of being involved in UIG is greatly reduced—but it’s not eliminated. Spikes in incoming ACH credits can still be tied to UIG. (And, again, you’ll need an explanation for the spike.)
5. If your bank’s policy doesn’t specifically outline what’s done to search for UIG, the examiners will deem it inadequate. If you need some help with this, give us a call.
Case #2—A rough cruise.
A woman who previously worked as the cashier at a southern bank is unemployed, facing civil litigation and possibly criminal prosecution. She feels she did nothing wrong. We’ll tell the story and let you decide.

1. A bank we’ll call Bank A was reviewing its options for compliance software. The cashier selected three options and presented her recommendations to the board. The board went with the company she preferred. 

2. After the bank acquired the software, the cashier agreed to endorse the product and, for a fee, help with sales. The commission agreement was verbal; her employer (that is, Bank A) had no knowledge of this agreement. 
3. Over the next four years, the cashier received commission payments exceeding $50,000. 

4. The cashier helped the sales process by offering free vacations to influential employees of prospect banks. She funded the trips from her commission payments.
5. An IT officer at a bank that purchased the software was unable to take a promised cruise; she asked that it be rescheduled. The cashier said that wasn’t possible. The IT officer became irate and complained to an executive at the software company.
6. The company had no knowledge of the commission payments; they were being made by an independent salesperson. The company immediately contacted the CEO of Bank A.
“As an insured financial institution, we had no choice as to how to proceed,” said the CEO of Bank A. “She’s been fired, the authorities notified and we’re suing to recover the fees that she illegally received. She was an executive officer of this bank; the time she spent demoing the software was during her normal work day. Under FIRREA, any commission payments received should have come to the bank. She knew this; it’s part of our annual BSA training. I don’t know what she was thinking.”
Case #3—A new normal.
“At our just-completed exam,” said a bank COO, “the regulators recommended that we include an industry-peer analysis in our risk rating process. Does your software do that?” Yes sir, it does. Please allow us to explain what the regulators are looking for.
1. Your bank has 17 customers that operate convenience stores. Most of the customers are in three metropolitan areas.
2. Within each metropolitan area, you need to compare the customers with their industry peer group. 
· If a customer has transactions that are significantly higher or lower than their industry peers, you should try to determine why. 

· If the reason for the variance isn’t clear, the customer should have a higher risk rating.
3. What type of transaction-comparison do the regulators want? That’s up to each bank to decide. However, our comparisons include the following: cash-ins & outs; incoming and outgoing ACH, incoming and outgoing wires; international wires and IATs. 
4. How do you establish peer groups? We use NAICS codes and geo codes. If you don’t yet have NAICS codes for your customers, you should start that project ASAP.
For less than half of what Verafin, GlobalVision and JHA charges, we can supply comparable systems and OFAC checking (and we won’t brow-beat you into submission with frequent phone calls). For just slightly more than you’re paying Bridger or Watchdog for OFAC checking, we can supply our full suite of services.
We are Wayne Barnett Software and we have products that help with fraud prevention, customer modeling & risk analysis, BSA/AML compliance, OFAC compliance, wire transfer operations and customer-knowledge management. Our products are affordable, easy to use and designed to run in-house. 

We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business; all we ask is that you please give us the chance. We can be contacted at 
877-945-4344 or wbarnett@barnettsoftware.com.[image: image1.png]
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