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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1—Editor’s note.
After our last newsletter, a lot of bankers checked with their software vendors, to see if their cloud-based virtual-server was theirs alone. Almost everyone who checked discovered that was not the case. One banker we spoke with noted, “We’re one of 14 banks sharing an SQL server. That’s not the level of security we were promised. Our attorney is trying to get us the system we were promised, or, to end the contract early.” 
· Oh my goodness, a large software company lied to get a customer. We’re shocked! Here’s the bottom line folks: software companies that call you every month must produce a lot of revenue and cut a lot of expenses, just to break even. The use of contract labor and shared servers are common ways that cloud companies cut expenses. We don’t do either of these things; we recommend you think twice, before doing business with those that do.
We also got a lot of questions about Independent Sales Organizations (ISOs). ISOs are small compan-
ies that use the ATM network accounts of large banks, to drive their privately-owned ATMs. The story we outline below shows why law enforcement and the regulators are concerned about ISOs.
· An immigrant family from Viet Nam owns a small gas station in a southern state. The gas station is well-known for its boiled crawfish and fried oyster Po-boys. The family immigrated from Viet Nam 43 years ago.
· An organize-crime group (OCG) placed a privately-owned ATM in the gas station. The owners of the gas station didn’t want the ATM, but, they feared the OCG and went along.

· The cash disbursed from the ATM was from drug sales and other illegal activity. (The OCG is known for extorting fishermen and other small businesses in the Vietnamese community.)

· The OCG soon made the owners of the gas station give a 10% discount to anyone withdrawing $100 from the ATM, in order to increase the ATM’s usage 

· After two months, the ATM was disbursing cash of $55,000 a month.

· The credits back to the OCG-controlled ISO were made via ACH from the ATM network. The bank that received the transactions was 285 miles north of the gas station and had no idea its customer was involved in money laundering and extortion.
· After nine months, the owners of the gas station refused to honor the 10% discount and threatened to contact the police, if the ATM wasn’t removed. A few days after this confron-tation, the matriarch of the family was involved in a fatal car crash. The identity of the other party in the accident is unknown, as they did not stop. The police soon found the other car involved in the crash (it was stolen) but there was no evidence to lead them to a suspect.
Most money laundering in this country involves tax evasion. Those who pay their taxes get hurt by the bigger burden they have to share—but no one dies. The second most common type of laundering involves organized crime (drug sales, extortion) and ISOs make it easier for gangsters to operate. And as we all know, gangsters are evil people.
Trust us when we say that ISOs are a growing plague on the banking industry. At your next exam, the regulators will demand that your bank have a strategy for finding, monitoring and reporting ISOs that have suspicious activity. If your bank needs help with this, please give us a call.
Case #2—A growing trend.
We’ve previously written about malware that can compromise the security controls in your bill-pay system. Assuming the trends from 2014 & 2015 continue, we foresee that 28% of banks will have a loss this year from an account takeover. Here’s what you need to know, to help protect your bank.
· About one-third of all bill-pay transactions are checked for fraud by the bill-pay vendor. However, in most cases, the vendor only does two things: (1) verify that bill pay transactions have occurred before and (2) verify the amount is congruent with previous transactions. These checks are ineffective against an account takeover.
· The best procedure for stopping an account takeover is to closely examine all first-time payments. (That is, individuals or companies that are receiving payments from your customer for the very first time).  We know of just one bill-pay vendor that does this. 
· Bottom line: the burden of stopping account takeovers rests mostly with your bank. Unfortunately, in most cases, bill-pay transactions aren’t available for review until 7:10 p.m. (or later). Most banks aren’t open that late; so, when a bank spots a suspect transaction, it’s usually the next day … and by then it’s too late: the money is gone.
· A few bill-pay vendors allow their customer banks to cut-off bill-pay transactions at 3:00 p.m. This enables the bank to review the transactions, prior to them being sent to Fed. Banks that do timely reviews are 70% less likely to have a loss from an account takeover. 
The average loss from an account takeover is $17,000. If your vendor provides timely transaction data, make sure you include it in your daily fraud review. If your vendor doesn’t provide timely data, you should work with them to do so. And if you need help reviewing the data, please contact us.
For less than half of what Verfin charges, we can supply comparable systems and OFAC checking (and we won’t brow-beat you into submission with frequent phone calls). For just slightly more than you’re paying Bridger or Watchdog for OFAC checking, we can supply our full suite of services.
We are Wayne Barnett Software and we have products that help with fraud prevention, customer modeling & risk analysis, BSA/AML compliance, OFAC compliance, wire transfer operations and customer-knowledge management. Our products are affordable, easy to use and designed to run in-house. 

We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business; all we ask is that you please give us the chance. We can be contacted at 
877-945-4344 or wbarnett@barnettsoftware.com.[image: image1.png]
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