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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may effect their Bank Secrecy Act program. If you have a BSA question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Oops, our mistake.

We talk with Regulators, consultants, and bankers each week. We strive for accuracy when we report Regulatory changes or new legal interpretations; we confirm it with at least two sources, prior to including it in our newsletter. However, on occasion, we make mistakes and that recently happened.

In our first newsletter of 2002 we reported that banks could no longer issue CTR reporting exemptions to convenience stores (C-stores), if the store qualified as a Money Services Business (MSB)—and that is true. We also said that a C-store qualifies as an MSB if it sells money orders in excess of $1,000, to a single person on a single day—and that’s not true. 

It’s our understanding that FinCen has proposed this change. However, the Regulators have balked at it because there’s no compliance-monitoring mechanism. As one Senior Regulator told us, “It’s possible a lot of C-stores are involved in money laundering. But it does no good to change the law, when we don’t have a way to monitor for compliance. So instead we’ve instructed our Examiners to give extra attention to C-stores that have a CTR exemption, and, to cite a violation of law when management is remiss in monitoring the customer’s transactions for suspicious activity.”

What procedure should a bank use to identify suspicious activity? Our source suggested  “… the bank compare the cash deposited for the month with the C-stores total sales.” But what if the customer won’t disclose his monthly sales? “In that case” said the Regulator, “I’d say you don’t know the customer well enough to exempt him.”

We apologize for the error in our prior newsletter.

Case #2 – The job’s all yours.

A lot of banks no longer use the Fed Line system for doing wire transfers. Instead, they initiate their wires through large correspondent banks. There are two reasons for doing this: (1) the Fed Line system is old and difficult to work with; and (2) the systems used by the correspondent banks check for OFAC compliance (and the Federal Reserve doesn’t).

Is there anything wrong with this procedure? No—as long as the initiating bank ensures the wire does not involve a Specially Designated National (SDN).

OFAC requires all banks handling a wire transfer to check the SDN list. If the correspondent bank determines that the sender or receiver is an SDN, it cannot simply return the transaction. Rather, it must halt the transaction and report the initiating bank’s error to OFAC. OFAC will investigate the incident and determine if penalties are warranted.

How severe are the potential penalties for the initiating bank? Very. Fines can range from $55,000 to $1,000,000, with additional civil monetary penalties of up to $250,000 per incident. The law also allows for imprisonment for up to 10 years, for all officers and directors that knowingly participated in the action. (31 CFR 500.701)

Case #3 – This kite don’t fly.

Losses from Kite Transactions are soaring. In fact, several bankers have been criticized by the Examiners for not being more proactive in searching for Kites.

There’s no sure-fire way to detect Kites. However, we can offer a little advice.

1. A large percentage of Kites are done by customers that are also borrowers. They use Kites to try to disguise their cash flow problems. The Examiners are keenly aware of this. They are directing banks to closely monitor the deposits and withdrawals of customers on the Loan-Watch List.


2. Kites are seldom done with just two transactions (that is, one deposit and one withdrawal). Most Kiters try to disguise their thefts by initiating 3-5 transactions. 

3. A sophisticated Kiter will use multiple accounts, and each account will be setup with automatic overdraft protection. This will enable him to make his deposits and withdrawals over a period of 2-3 days. It will also enable the Kiter to withdraw funds that your system identifies as collected and available. 

If your Kite detection strategy focuses on withdrawals against uncollected funds, you may be missing more suspicious transactions than you’re seeing. Likewise, you’re more likely to detect Kites by combining transactions for 2-3 days, than you are by looking at each day individually.

Make sure you file a Suspicious Activity Report (SAR) on customers that you suspect are Kiting. If the activity continues, you must file a supplemental SAR every 90 days.

About Our Company

Wayne Barnett Software is a Texas Corporation. Our BSA/AML system is called the Cash Transaction Monitor (CTM). Prices start at $5,000, with a small annual fee after the first year. Our Kite-detection system is called the Kite Transaction Monitor (KTM). Prices start at $4,000, with a small annual fee after the first year.

If you have a BSA question, a story to share (we promise anonymity), or, would like to see a live demonstration of our systems via the Internet, please call us at 877-945-4344. You can also reach us via 

e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com. 
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