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The BSA Examiner is a quarterly newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), please call us at 877-945-4344. 
Case #1—They said what?
From a recent phone call: “We’ve been notified by the Justice Department that we owe the Social Security Administration $143,000, for benefit payments that were illegally posted to a customer’s account. We contacted our ACH association and they say the Justice Department is wrong but our attorney counsels us to pay. The president of our bank asked me to contact you; what do you think?”
Your attorney is right; you have to repay the money (and your ACH association probably misunderstood the question). Here’s the skinny on what happened.

1. For seven years the bank deposited social security payments made to a deceased person, into an account owned by his former girlfriend. The bank had no knowledge that the recipient was dead. 

2. The account was opened shortly after the recipient died. There’s no doubt the girlfriend of the deceased sought to receive government benefit payments that she wasn’t entitled to.

3. If the receiving account had been in the name of the deceased recipient, and if the bank had no knowledge of his death, it would have been off the hook. But that’s not the case here.
Most bankers believe they have no liability for a crime like this—and they’re wrong. But in their defense, it’s a complicated issue. We asked 15 accredited ACH professionals (AAP), “Who’s responsible for the loss in this case?” Twelve incorrectly replied “the government”. Only three of the AAPs knew that government benefit payments are covered by federal law (instead of NACHA rules). Specifically, they’re covered by 31 CFR 210.5(a), which reads as follows:

“… an ACH credit entry representing a Federal payment other than a vendor payment shall be deposited into a deposit account at a financial institution. For all payments other than vendor payments, the account at the financial institution shall be in the name of the recipient, except as provided in paragraph (b) of this section.”
Only two parts of paragraph (b) apply to banks; (i) benefit checks can be deposited into an account owned by an SEC-registered investment firm. And (ii) benefit checks can be deposited into a bank-controlled account, when the beneficiary is allowed to make withdrawals via a debit card.

If the bank had used software like Wayne Barnett or Verafin, it could have easily spotted the fraud and lessened the loss. Instead, it’s facing a 2% reduction in earnings.  And to make matters worse, insurance coverage will be voided because the bank violated the law by posting the transactions. Good software can stop losses like this; a loss of this size can pay for our software for 12+ years.
Case #2—Yes ma’am, it’s the law.
“Mr. Barnett, I need you to talk with this examiner and explain we aren’t being stubborn; we’re just being cautious.” Oh my … the things we get into by inviting people to call us; here’s the story.
1. A bank is undergoing a BSA exam. The BSA officer recently attended a webinar where she was told that bankers should not share SARs with examiners. Instead, the examiners should contact FinCEN for any SARs they want to review. (And to make matters worse, it was the third time in the last year she’d heard this advice.)
2. The BSA officer sought to support her position by directing the examiner to a thread on a banking on-line site; the examiner wasn’t impressed. Instead, he recommended the bank contact its attorney. The attorney agreed with the examiner and recommend the BSA officer call us. Here’s what we told her.
i) A lot of examiners believe they have a right to see anything retained by a bank—and that’s not true.
ii) However, anything a bank is legally required to retain must be shared with the examiners. This requirement is specifically addressed in 12 U.S.C. 1829b.
iii) SARs and supporting documentation must be retained, by law, for five years. Accordingly, SAR data must be fully shared with examiners. 

Case #3—Mr. EDD.
We’ve spoken with 30+ banks that have been examined this year. And trust us: you have a better chance of finding a “talking horse”, than finding two examiners that agree on what constitutes enhanced due diligence (EDD). However, there are three things you may want to consider doing, to help your exam go better.
1. If you have customers that are high-risk entities (reference pages 20-21 of the FFIEC BSA manual), the examiners want you to specifically classify them as such and review their activity more closely. (Off the record, the regulators will tell you the best way to meet the EDD expectations is to have a BSA/AML system like Wayne Barnett or Verafin; our EDD feature reviews your customers’ transactions 45 different ways, using data from a six-month period.)
2. The business types listed on pages 20-21 isn’t all-inclusive; for example, it doesn’t show used car dealers and motorcycle repair shops. What we’re hearing from our readers is that any small business with aggregate monthly cash exceeding $50,000, or, aggregate ACH exceeding $250,000 should be flagged for EDD. Make sure your BSA policy outlines your EDD procedures and stipulates when they’ll be performed.
3. Be prepared to show that all customers in a high-risk industry (for example, convenience stores) are reviewed with a common EDD strategy. Your BSA policy may need to be amended to say that tax returns will be requested from customers whose cash, ACH or wire activity is significantly different from their peer group. If the customer refuses to provide this information, a SAR may be warranted. If the unusual activity continues or increases and a SAR has been filed, you should consider closing the account.
Wayne Barnett Software has products that help with customer modeling & risk analysis, fraud prevention, BSA/AML compliance, OFAC compliance, wire transfer operations and customer-knowledge management. Our products are easy to use, affordable and we don’t use cloud computing. 
We offer a 30-day free trial, a la cart systems (so you only buy what you need) and annual contracts. We will work hard to earn and keep your business! Please contact us at 877-945-4344 or at wbarnett@barnettsoftware.com. [image: image1.png]
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