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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), call us at 877-945-4344. 
Case #1 – A defining moment.
We’ve twice written about the litigation between BancorpSouth Bank (BSB) and Choice Escrow Company (Choice). Please allow us to recap the story.
1) Choice was a customer of BSB. The bank routinely did wires for Choice. The wires were initiated through BSB’s internet banking system (IBS).


2) BSB’s IBS security controls help ensure all transactions are authorized. 
i. Each system user has a unique ID and confidential password.
ii. The IBS keeps track of IP addresses and IDs. If the system detects a discrepancy (that is, the IP address and user-ID are not in sync), additional security procedures are invoked.
3) In addition, customers have the option to have some transactions (such as wires) reviewed and confirmed by a second person, prior to the transaction being executed. Choice chose to skip this feature.
4) The employee at Choice who normally did wires was fooled by a phishing scheme. His ID, password and IP address were compromised. (Note: the FBI estimates that phishing schemes give hackers control of 300+ PCs a day.)
5) The hackers that sent the phishing e-mail quickly took advantage of this security breach and did a fraudulent wire for $440,000; the money was sent to a bank in Cyprus and, needless to say, never seen again.
6) Choice asked to be reimbursed for the loss. BSB refused and Choice sued. 

7) A lower court and an appellate court both ruled in favor of BSB. The appellate court also allowed BSB to recover its attorney fees from Choice.

This judicial decision is huge for the banking industry because, for the first time, it codifies the definition of a “commercially reasonable” security procedure (a requirement of UCC-4A). However, while clarity is always good, this decision opens a whole new can of worms for banks. We explain below.
1) The court’s decision infers that BSB would have lost its case if its IBS security controls relied solely on ID, password and IP confirmation. But since their controls also included an optional review by a second person, BSB’s security procedure was deemed “commercially reasonable”.
2) The court’s skepticism with the ID-password-IP security control is well
founded; fraud losses are growing rapidly at banks and that’s the control most often used in the industry.
i. From April 1 to June 18 of this year, we spoke with 16 banks that had customers victimized by phishing schemes.
ii. In all cases, the ID-password-IP control was compromised and losses followed. The largest loss was $81,000; the average was $46,000.
iii. Most of the institutions were community banks (assets of $300 million or less). All that filed an insurance claim for their loss had the claim denied. 

3)
The frequency of account takeovers will easily triple in the next few years. Bankers should act now to enhance their fraud prevention controls. 
Bottom line: Ask your IBS vendor about their plans for addressing security breaches and account takeovers. If you don’t like their answer, it may be time to invest in affordable fraud prevention software.
Case #2 – Sometimes, sorry isn’t enough.
Senior staff at a west coast bank is walking on eggshells today; several senior managers (including the CEO) may lose their job in the next few weeks. The story is outlined below.

1) The bank has $2 billion in assets. Its customer base is mostly commercial.


2) One of its customers was a victim of a corporate account takeover (CATO). 
i. The customer generates six payroll files a month. One of the files was hacked and the payroll deposits stolen. 
ii. The bank made the customer whole and paid all fees/penalties its employees incurred; the total loss was $187,000.
3) After the CATO loss, the customer closed its deposit accounts and moved its $8 million loan to another bank.
“Interest and fee income from this customer totaled $370,000 a year,” said the CEO. “It hurt to lose them. We understand their anger and we took full responsibility for the theft. We made everyone whole and developed additional review procedures. But in the end, the customer said they lost faith in us … and that’s all that mattered.” 
“We’ve looked at fraud prevention software before but I’ve resisted it, out of fear the complexity would overwhelm our staff,” said the CEO. “I’ve heard good things about your company. It’s time to make changes. I wish we’d made them sooner.”

Wayne Barnett Software (www.barnettsoftware.com) has products that help with fraud prevention (including CATO avoidance), BSA/AML compliance and wire transfer operations. Please contact us at 877-945-4344 or at wbarnett@barnettsoftware.com. [image: image1.png]
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