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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), call us at 877-945-4344. 
Case #1 – Back with a vengeance.
In the past few months we spoke with more than 60 BSA officers. Almost everyone examined in the last half of 2013 commented on the aggressiveness of the regulators. Bankers that weren’t visited by regulators have heard the horror stories and are dreading their own 2014 exam. 
The good news from this increased oversight is: the number of formal regulatory actions (written agreements and C&Ds) has not increased. The bad news: the number of informal actions (MOUs and board resolutions) has—and it’s likely to get worse.
The most serious “matters requiring attention” (or MRAs) are not new (e.g., missed CTRs and SARs). However, some MRAs cited by the regulators were rarely noted in the past. Below are the MRAs we’re most commonly hearing.

1. The bank failed to file CTR reports. Three situations were commonly cited for missed filings:
1) The BSA clerk set aside a CTR, awaiting information from the branch. The information never arrived and the CTR wasn’t completed.

2) Night drop deposits and currency exchanges were excluded from CTR totals. 

3) The CTRs did not include all people who potentially benefitted from cash deposits. For example:

· Husband has an account and wife is a signor.
· Wife has an account and husband is a signor.

· Wife’s mom has an account and wife is a signor.
· You need to combine the cash-in transactions for all three accounts, when doing CTRs and SARs. 
In the past, banks were allowed to make a good-faith effort to identify account relationships; that is no longer the case. You’ll likely be asked to show how you identify relationships, and, demonstrate proof that all of them are accounted for.
2. The bank’s procedures are insufficient to detect cash-out laundering.
It’s not unusual for sole proprietors to cash checks drawn on your bank—and it’s not illegal to cash them. However, two scenarios raise red flags with the regulators:
1) The small business person cashing a check also has an account at your bank. When sole proprietors cash checks instead of depositing them, they’re usually trying to avoid income taxes. 
2) The small business person cashing a check at your bank does not have an account with you—but cashes several checks each month. A bank in Pennsylvania observed and reported a furnace repairman that was cashing 6-8 checks a month, averaging $17,000. The repair man was arrested; he’s an illegal alien and suspected of terrorist financing.
Bankers are being told to actively search for this type of cash-out activity and file SARs when found.

3. The bank’s procedures are insufficient to detect cash-in laundering. 
Bankers rely on daily BSA reports to look for suspicious activity. However:

· 85% of banks only track transactions of $2,500 or more. At most banks, a customer can deposit cash of $900 a day ($4,500 a week, $225,000 a year)—and never appear on the daily BSA report.

· Also, the BSA reports do not aggregate transactions for related accounts. So, wife and son can also deposit this much cash—and the bank be none the wiser. (In this example, our little family of criminals launders $775,000 from drug sales—and the bank has no clue.) 

This is the exact scenario regulators are presenting to banks. Folks that don’t have a BSA system like Bankers Toolbox, Verafin or Wayne Barnett Software are unlikely to pass this test.
4. Accounts identified as low-risk at time of opening are not subject to future risk reviews. Terrorists and criminals know how to setup accounts that will avoid red flags. If the regulators find three or more instances where low-risk accounts have egregious suspicious activity … you’re toast.
5. The BSA audit function is inadequate. We’re hearing this MRA from most small banks we talk to. If your bank doesn’t have a full-time auditor, the regulators will recommend that you outsource the annual BSA review.
6. The bank’s use of its BSA/AML system is insufficient. Sometimes, this MRA indicates a lack of training. Sometimes, it indicates inadequate man-hours spent on BSA/AML compliance.
7. The regulators want specific review criteria in your BSA & AML policy, and, proof of compliance with the policy.  That means you must retain reports and/or spreadsheets that document your work.
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