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Case #1 – OK, maybe not so dumb … but don’t bet on it yet.
BancorpSouth Bank (BSB) of Mississippi and Choice Escrow of Missouri are involved in litigation involving $440,000 in fraudulent wires. Choice claims BSB is liable for the loss; BSB disagrees. In 2012, a U.S. District Court in Missouri ruled in favor of Choice. The same court recently issued a new decision—and this one favors the bank.
The judge issuing the most recent decision ruled that the loss occurred because Choice Escrow chose to bypass security controls offered by BSB. The judge opined that Choice would have avoided the loss if it had used the controls. He also noted BSB twice attempted to have Choice implement the controls and, in both instances, Choice signed written declination statements.

On first glance we applaud the judge’s decision. However, we expect it to be reversed; our reasons are outlined below.

1) The specific law in this case (UCC-4A) requires customers to be provided a “commercially reasonable security procedure”, so that banks can be sure all wire transactions are authorized. 


· Without giving reason why, the judge ruled the security procedure offered by Choice was commercially reasonable. That’s a bold decision that may not stand on appeal.


· Banks are more knowledgeable about security controls than their customers. Accordingly, allowing a customer to do something the bank itself wouldn’t do creates doubt about the reasonableness of the control. 


2) UCC-4A also requires banks to consider “size, type and frequency of payment orders normally issued by the customer”, prior to accepting them for posting. In this case, that didn’t happen.


· The fraudulent transaction was an outgoing international wire. 


· Choice had sent, and BSB had received, an e-mail stating that international wires were not to be initiated from Choice’s account.


· Without giving reason why, the judge rule the e-mail did not constitute sufficient notice to the bank—and we think that’s a reversible error. 


· Also, the wire exceeded Choice’s balance by $90,000 (another situation that had never before occurred). 

Bottom line: we believe an appeal of this ruling will be successful. Choice was right to expect “size, type and frequency” to be considered by BSB, prior to the transaction being executed—and that didn’t happen.

Case #2 – CAT tales.
Our last newsletter focused on corporate account takeovers (CATs) and it produced a record number of phone calls. Please allow us to share a few.

· A regional accounting firm in the Midwest was a victim of corporate account takeover. A hacker, thought to be with Russian organized crime, intercepted the firm’s payroll file and altered all but the seven largest transactions. 

“By making sure the senior staff got paid,” said the cashier at the bank that received the file, “the thieves gave themselves an extra couple of days to move the money out of the country. Had the senior staff not been paid, we would have immediately heard about it. As it were, by the time we were contacted, there was nothing we could do to recover the funds.” The loss to the bank was $141,000.

· Five banks we spoke with shared that they too were CAT victims, and all five were surprised to learn that insurance did not cover their loss. “We were told CATs are illegal transactions and therefore excluded from coverage,” said the president of a West Coast bank. “I asked for an example of a fraudulent transaction that is legal and covered, and our insurer wouldn’t—or maybe couldn’t—give us one. We’re now shopping for ACH fraud-detection software like yours … and a new insurer.”
· Two banks we spoke with (one on the east coast, one in the south) received private letter rulings from the IRS, asserting that losses from CATs are not tax-deductable. Both letters noted that losses incurred from “illegally-posted transactions” are not recognized by the IRS as legitimate business expenses. 
Note—letter rulings are only applicable to the recipient; check with your CPA to determine the deductabillity of a CAT loss.

· A banker with 50+ years of experience was surprised to learn that the “Reg-E 60-day right of return” only applies to consumer ACH transactions. “We had a commercial customer dispute a $33,000 ACH debit posted to his account. We tried to return the transaction 19 days after it posted and Chase Bank refused it,” said the president. “An expensive lesson learned—and all the reason I need to buy your ACH fraud-detection software.”
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