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Case #1 – This CAT ain’t cool.
In November of 2012, at least 14 banks were victims of Corporate Account Takeover (CAT) thefts. The asset-size of these banks ranged from $140 million to $16 billion. The amount of the thefts ranged from $40,000 to $700,000. 
Who is liable for these losses? Based on current case law, it’s probably the banks. And to make matters worse, it’s unlikely they’ll receive relief from their insurers. (Insurance coverage is usually voided when a bank isn’t complying with UCC-4A, and that’s almost always the case with a CAT.)
While none of the CATs were exactly alike, all had common characteristics; here’s a summary of one recent theft.
1) A long-time corporate customer pays its employees weekly. Paychecks are delivered electronically via ACH. The customer’s average payroll file has 400 transactions and totals $380,000.
2) The customer uses in-house software to create the payroll files. The files are delivered to the bank via its Internet banking system.
3) The bank requires the customer to use token security when presenting payroll files. There are no exceptions to this rule. The bank received a file from the customer on Thursday, November 15, 2012, and the token security control was verified.

4) The bank also confirmed that the number of transactions and total dollar amount was in-line with the customer’s prior files. After careful consideration of all security controls, the file was forwarded to Fed for processing.

5) On Monday afternoon, November 19, 2012 the customer notified the bank that none of its employees had been paid.

6) The bank printed a summary report of the file and took it to the customer to verify the transactions. The customer agreed that the names and amounts on the report were correct—but something was wrong because no one had been paid.

7) A closer review of the file revealed that all routing-transit numbers and account numbers had been changed. Bottom line: a CAT had occurred and the money was gone.


The bank immediately notified the FBI; its findings are summarized below.

1) The customer’s PCs were unprotected against viruses and security threats (as are 40% of all business-owned PCs).
2) Hackers, most likely working for Russian organized crime, launched a phishing scheme to take control of the PC used to create payroll files.
3) Hackers send thousands of phishing e-mail daily and can control tens-of-thousands of PCs worldwide. However, until they get lucky and find one like they found here, there’s no financial gain in doing so. 

4) This time they hit the jackpot. The hackers immediately implemented a plan for hijacking the payroll file (a task they do often, and do very well). The strategy they used is outlined below.

· Step #1: ensure they control enough consumer accounts to temporarily hold the stolen funds. (No problem there; 85% of personal PCs are not protected against viruses and threats.)
· Step #2: design a website that mirrors the bank’s site.
· Step #3: alter the “Favorites Link” on the originator’s PC, so that it points to the phony site (instead of the bank’s site). 
· Step #4: intercept the file, alter the routing-transit and account numbers, rebalance the hash-totals and leave the token security control as is. 
· Step #5: deliver the file to the bank.
· Step #6: use PayPal and international ACH transactions (IATs) to retrieve the stolen funds and send them overseas.

5) The FBI estimates it took less than 60 seconds to capture the file, alter it and forward it to the bank. 

6) Because the file was intercepted in transit (and not created from scratch), the token security provided no benefit.


7) The bank was so confident in its token security that it did not follow the NACHA guidelines that require customers to forward file statistics (that is, number of transactions and total dollar amount). However, even if it had, the numbers would have matched.

Bottom line: the only thing that could have saved this bank was heuristic software (like our SAM product). It would have warned management that none of the accounts in the file had received payments in the past and that a CAT was likely in process. 
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