The BSA Examiner©
A Quarterly Publication from Wayne Barnett Software

Volume 46, 3rd Quarter 2012
The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. If you have a question to ask or a story to tell (we promise anonymity), call us at 877-945-4344. Past editions of our newsletter are available at www.barnettsoftware.com.
Case #1 – Dumb and Dumber.
BancorpSouth Bank (BSB), a regional bank headquartered in Mississippi, recently had a bad day in federal court. What constitutes a bad day? It’s having a judge dismiss a suit where you are trying to collect $440,000 from a former customer—and knowing the dismissal increases the likelihood the former customer will succeed in its suit to collect a larger amount from you. The story we heard is outlined below: 
1) Choice Escrow & Land Title, LLC is a small firm in Springfield, MO. Choice had been a customer of BSB for several years.
2) Choice, like all title companies, routinely executes wire transfers. However, the company has never executed an international wire.

3) BSB, like all large banks, allows customers to initiate domestic and international wires via its Internet Banking System (IBS). 
4) When initiating wires, BSB allowed customers to choose either “single factor” or “dual factor” authentication. 

· Single factor authentication lets one (1) person enter, verify and release a wire. 

· Dual factor authentication requires two (2) people. A wire cannot be verified and released by the person who entered it.

· All customers executing wires with BSB must contractually agree to hold the bank harmless for unauthorized wires, regardless of the authentication method used. 


· Customers must also agree to reimburse BSB for legal expenses incurred in the event the bank is wrongfully sued.
5) In 2005, the FFIEC issued its Internet Banking Security Guidance. It cautions banks that single factor authentication is inadequate for high-risk transactions (for example, wires). However, five years later, BSB still allowed it. 
· Choice was one of BSB’s customers that used single factor.

6) On March 17, 2010 an unauthorized outgoing international wire was initiated for Choice. The wire was for $440,000 and, as previously noted, Choice had never initiated an international wire.

· The transaction exceeded Choice’s DDA balance by $90,000. BSB approved the overdraft without first confirming the wire.

· It appears computer hackers used a phishing scheme to steal Choice’s IBS credentials and initiate the wire.
· As we reported last year, a 2011 study found that 40% of small businesses operate with inadequate virus & security software. 
· The same study found that 80% of computer operators store user-IDs and passwords in Microsoft Outlook or Word. 

· If Choice had been using dual factor authentication, hacking a single PC would not have allowed the thieves to commit this crime.
7) UCC 4A, the governing law for wires, requires banks to use a “mutually agreeable and commercially reasonable security procedure”. 
· The 2005 FFIEC guidance leaves no doubt that single factor authentication is an insufficient security procedure.


8) Choice sued BSB, asserting the bank’s divergence from UCC 4A voided its wire agreement (including the hold harmless clause). The case is pending.

9) BSB disputed Choice’s assertion and countersued. BSB’s suit was rejected in federal court. In his opinion the presiding judge noted “... this is a very close call …” In our opinion, it doesn’t seem that close and we doubt BSB will appeal the decision.
Bottom line: BSB’s strategy for managing wires was flawed; there’s no scenario where banks and customers can agree to ignore the law—and that’s what happened here. And as this case shows, relying on hold harmless agreements instead of common sense is a dumb idea.
How does this end? We predict BSB will lose in court and the total cost to the bank (including legal fees and court costs) will be $650,000-$800,000. We also predict that BSB’s insurance company will cite the bank for being in violation of UCC 4A and refuse to indemnify it. 
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