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Case #1 – The future is now.
When your bank is next examined, the Regulators will ask to see your new procedures for complying with the 2011 FFIEC Authentication Guidance. The deadline for implementing the new procedures was January 1, 2012. 
If you haven’t done this yet, you’re not alone—a recent study found that 60% of financial institutions aren’t in compliance with the new guidance. 
The new guidance is long (12 pages), somewhat technical and—like most documents on fraud prevention—difficult to read. After careful study we’ve deduced there are two salient points:
1) Your bank must be able to detect unusual and suspicious activity. 

· This requirement focuses on behavior modeling and your ability to detect transaction anomalies. 

2) Your bank must implement enhanced transaction-administration controls.

· This requirement focuses on your ability to promptly review anomalies and stop transactions that are fraudulent.
The following two examples (both occurring this year) show how these controls could work:

1. A trailer manufacturer in Texas had a $37,000 ACH debit posted to its account. 

· The large-item amount for the bank was $35,000, so the transaction was carefully reviewed.
· The bank determined the same ACH originator had sent transactions to this customer before so no further action was taken. Unfortunately, the bank’s determination was wrong. 

i. The bank relied on the originator’s name to determine the legitimacy of the transaction. They should have reviewed the originator’s ID and ODFI numbers.
ii. A review of these numbers would have shown that this was a first-time transaction—despite what the name said. (Note: fraud detection software is required for this type of review.)
· The customer disputed the transaction as fraudulent, 31 days after it posted. The bank reimbursed the customer and wrote-off the $37,000 as a fraud loss.

· Two ways the bank could have responded to this transaction, had management recognized it as an anomaly:

i. The bank could have contacted the ODFI the day the transaction posted and demanded proof of authorization from the originator. 
· If no such proof was provided after one business day, it could have immediately sent the transaction back.
ii. The bank could have had the customer affirm the transaction in writing (in accordance with Reg J, of course).
2. A pharmacy in Ohio pays a vendor invoice of $24,000 via an outgoing ACH credit. 

· The large-item amount for the bank was $25,000, so the transaction was not carefully reviewed.


· A review of the beneficiary’s account and routing numbers would have shown the originator (that is, the pharmacy) had not previously sent transactions to this beneficiary. 


· The transaction was fraudulent. Hackers took control of the pharmacy’s computer via a phishing e-mail and quickly found its Internet Banking System credentials (that is, its user-ID and password) stored in Microsoft Outlook. 
· The bank, after consulting with legal counsel, reimbursed the pharmacy and begrudgingly wrote-off the $24,000.

· The best way the bank could have responded to this anomaly:  search all ACH transactions (debits and credits) and review those varying from the customer’s normal behavior. When unusual transactions are found, have the customer affirm them in writing—or immediately stop them.
Bottom line: the guidance does not direct banks to purchase fraud detection software. However, software will streamline your operations and produce more reliable results. In most cases, over a five-year period, the cost is one-half to one percent of net income … an investment worth making.
About Our Company

Wayne Barnett Software (www.barnettsoftware.com.) has products that help with BSA/AML compliance, Suspicious Activity Monitoring (including ACH & IATs) and Wire Transfer Operations. We are the BSA software company that lets you try our systems for 30 days, at no cost or obligation. You can reach us at 877-945-4344 or wbarnett@barnettsoftware.com.   [image: image1.png]



_____________________________________________________________________________________________________________________

Wayne Barnett Software





                                 Premium Quality, Personal Service

877-945-4344


