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Bank fraud declined in 2011. For the industry as a whole, that’s good news! However, the decrease did not extend to all sectors; community banks saw a sharp rise in fraudulent transactions. Two ACH frauds that we commonly saw in 2011 are profiled below.
Case #1 – Not large but painful none the less.
A small community bank ($45 million in assets) recently incurred a large ACH fraud loss; the facts are these:

1) A customer’s account was debited via an ACH transaction for $39,221.


2) The debit posted on September 6, 2011. The amount was close to ACH debits the customer had previously received.

3) All transactions over $25,000 are routinely reviewed at the bank.  Management reviewed the debit and determined it was legit. 
4) The customer’s statement was mailed on October 1, 2011.

5) The customer contacted the bank on October 6, 2011 and disputed the transaction.

6) The bank contacted the Originating Depository Financial Institution (ODFI), to inform them that the transaction was being returned.

7) The ODFI (a “to big to fail” bank) replied that the return would not be honored; the auto-honor period for returns had passed and the transaction originator had closed his account. (Note: the auto-honor period for commercial ACH returns is two business days after posting.)


8) Management’s only recourse for recovering the funds was to pursue action against the originator. The ODFI assisted the community bank in locating the originator. However, no recovery was made and the bank wrote-off the entire amount.
“Where we erred,” said the bank’s CEO, “was in assuming the originator had sent our customer previous ACH transactions, and that was not the case. Had we realized this was a first-time debit transaction, we would have handled things differently. This was an expensive lesson in loss avoidance.”

This ACH fraud is happening every day, all over the country. There are two surefire ways to combat it, but, they only work if done during the return auto-honor period (that is, two business days after posting): 
1) Ask your customer to attest, in writing, that the transaction is authorized. To be in compliance with Reg J, someone at the bank will have to witness the customer signing the attestation. (Note: phone calls, faxes and e-mails are not legally-binding attestations for ACH.)

2) Demand the ACH originator provide written proof that the transaction is authorized. If the originator fails to provide such proof before the end of the second business day, immediately return the transaction.
 
Case #2 – The first loss is the smallest loss.
An estimated 40% of small-business computers operate with inadequate virus & security software. An estimated 80% of computer operators store user-IDs and passwords in Microsoft Outlook or Word. 
Needless to say, both practices are ill-advised—and when the bad guys find them, ACH fraud like we describe below is likely to occur. (Note: this one happened in November, 2011.)
1) A hacker took control of a PC at a small car repair shop.


2) Using a stolen ID and password, the hacker sent an outgoing ACH credit for $38,357 to an account at a west coast bank.


3) The repair shop quickly found the theft (actually, just three days later) and immediately notified their bank. However, the bank was unable to recover the funds as they had been withdrawn.

4) The repair shop demanded reimbursement of its funds; bank management refused and the repair shop sued. 
“Based on recent court rulings, we should have immediately made the customer whole,” said the bank’s CEO. “But the board determined it was unreasonable to expect a bank our size to have fraud-detection software and they were prepared to fight.” (Note: the bank’s total assets are $86 million).

“In the preliminary hearing,” said the CEO, “the plaintiff’s attorney asserted that 0.5% of the bank’s average earnings could have been spent on a system that would have prevented this fraud and protected every bank customer. The judge removed her glasses, looked at us and asked, “Do you really want to go forward with your defense?”

“We made the customer whole and paid their legal fees, a combined total of about $70,000. This was a hard lesson learned,” said the CEO.
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