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Case #1 – Well chosen targets.
In September of this year, an official with the FBI testified before Congress that the Bureau is currently investigating 400+ instances of ACH and wire fraud. The thefts netted $85 million and most were initiated with phishing e-mails. The entities most often targeted were:

1) Municipalities

2) School districts

3) Hospitals and healthcare providers
4) Small and medium-sized manufacturing businesses

Based on experience we would add two more: churches and law offices.

Many bankers believe that phishing losses are unfortunate events that don’t impact them—and that’s now wrong. Recent court rulings and new regulatory guidance shift fraud-loss liability from depositors to banks. As one Federal judge noted in a recent decision, “Banks are in the best position to stop fraudulent electronic transactions.”
The FBI estimates that in 2011, 10% of banks will see ACH fraud losses in excess of $10,000. We bet the figures are higher next year. We aren’t telling you this to scare you … OK, yeah we are. But we also want to inform you of the type of transactions that may warrant additional scrutiny.
Case #2 – It’s what you don’t see that’s most scary.
We’ve recently heard from two banks that had notable losses ($58,000 and $41,000) after customers who were ACH Originators filed for bankruptcy. The losses occurred when a large number of outgoing ACH consumer debits were returned. The $58,000 loss was from a company that managed home owners associations (they collected fees that were not remitted to the HOA). The smaller loss was from an independent insurance agent (she collected premiums but did not purchase the insurance).
Neither loss affected the viability of the banks. But, they demonstrate why the Regulators are becoming concerned about ACH returns.

“The Examiners asked us to provide 60-day totals, by ACH Originator, of all outgoing consumer debits,” said the COO of an east coast bank. “We couldn’t do it. We don’t see the outgoing ACH files. They’re passed to our Internet Banking System Provider, who passes them to Fed. We gave the Examiners approximate numbers based on the Originators’ deposits but they weren’t satisfied with that. We were told to establish and monitor single-day and 60-day ACH origination limits, and to document how those limits are determined.”
“We were also told to maintain running totals of ACH returns by Originator,” said the banker. “They said as returns increase, origination limits should decline. If returns become excessive, the Originator should be required to pledge collateral as a backstop against possible losses.”
Editor’s note: Most entities that originate ACH consumer debits will have less than 1% of their transactions returned. Businesses in high-risk industries (for example, Pay Day Lenders) may have return rates of 2-3%. 
Case #3 – You’ll never break even.
Here’s a common scenario for many banks.

1) The Internet Banking System (IBS) Provider receives the outgoing ACH files produced by the bank’s customers.


2) The IBS Provider strips-off the on-us transactions, recreates the file and sends it to Fed. The on-us ACH transactions are posted as inner-bank transfers. This procedure has been done for years and saves banks a little money ($20-$100 a month, depending on size). 

3) The IBS Provider also sends a copy of the recreated file to the bank, for fraud analysis.

We’re all in favor of saving money—but not this way. A west coast bank with  good ACH monitoring software (but not ours) just lost $412,000 after hackers used a phishing scheme and on-us transactions to steal money. The hackers knew that on-us transactions bypass the fraud-detection systems at most banks and that their crime was likely to succeed.

As noted on the previous page, losses like this are now charged to banks. These folks had software and insurance for protection, but, an unknown hole in their operations nullified the effectiveness of the software.  The insurer’s response to the indemnification request is shown below: 

“The directorate’s decision to purposely bypass established controls so        that it could avoid service fees from the Federal Reserve abrogates our obligation to indemnify the bank for this loss.” 
If you are monitoring outgoing ACH files for fraud, we strongly recommend that you use unaltered copies of the original files.
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