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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act), Anti-Money Laundering and Fraud-Prevention programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Editor’s Note: We are four weeks late with the newsletter—our apologies. This edition of The BSA Examiner© focuses on the risks inherent in ACH operations.
There are two types of ACH transactions: Incoming and Outgoing.

Within each type there are two classes: Consumer and Commercial. 
The risk associated with each class is different.

Outgoing consumer transactions: When you allow customers to create outgoing ACH consumer debit transactions, your bank unconditionally guarantees the legitimacy of the transactions for 60 calendar days. For example: 

· A dentist who banks at First State Bank sends a $25,000 ACH debit on January 3 to a person who banks at City National.
· The person banking at City National receives his statement on February 3 (31 days after the $25,000 ACH debit post).  
· The dentist who originated the transaction (via First State’s web site) files for bankruptcy on February 19 (47 days after sending the transaction).
· On March 4 (29 days after receiving their statement) the City National customer calls the bank and disputes the transaction.

· City National has the unconditional right to return the transaction to First State, since it’s doing so within 60 calendar days of the transaction posting date.
· First State must now seek reimbursement from the dentist (who, as previously noted, filed for bankruptcy 13 days ago). First State has a better chance of winning the lottery than recovering any of the funds; the bank has a $25,000 ACH fraud loss.

· City National’s unconditional right to return the disputed ACH transaction does not take the bank completely off the hook. 
· If an unusual and subsequently disputed ACH transaction empties a customer’s account and results in personal harm (for example, the customer is arrested after he unknowingly bounces a check for child support), the bank can be sued for its failure to use due professional care—and it will likely lose.
Outgoing commercial transactions: The rules are different for commercial ACH debit transactions: your bank’s unconditional guarantee is just two business days.
· Most banks accept returned commercial ACH transactions subsequent to the two-day period. 
· However, proceed with caution—your customer may dispute the decision to accept a tardy return. If the ACH agreement with the customer doesn’t allow your bank to unilaterally accept tardy returns, you will likely be sued (and you will lose).
Incoming consumer transactions: A lot of bankers believe there’s little or no risk with incoming consumer ACH transactions—we disagree. 

· As previously noted, under rules of the National ACH Association (NACHA) you have 60 calendar days to unconditionally return a disputed transaction. The 60 days starts on the date the transaction is posted. 
· Reg E also has a 60 day rule. However, it’s slightly different from NACHA’s: the 60 days start on the date the customer’s statement is made available (as opposed to NACHA’s transaction posting date). For example:

· A fraudulent ACH item posts to a consumer account at First State Bank on January 3.

· The statement for the account is made available on February 2.

· First State has an unconditional NACHA right of return until March 4. However, under Reg E, the customer has an unconditionally right of return until April 3.
· For the 30 days between March 4 and April 3, First State’s right of return is conditional. 
· If the originating bank says “No!” to the return request, First State must pursue recovery against the party that created the transaction (good luck with that one). 
· Very few conditional returns are refused. It most commonly happens when the originating party has closed their account—and those funds are seldom recovered.
Incoming commercial transactions: Your bank’s unconditional right of return for commercial ACH transactions is two business days after the posting date
· Reg E does not apply to commercial transactions. However, state banking laws give businesses a minimum of 14 calendar days to review monthly statements and dispute unauthorized transactions. 

· Depending on when the transaction posted, there could be 40+ calendar days between the posting and dispute dates. (And, again, NACHA rules limit your unconditional right of return to just two business days.)
· Most banks accept tardy commercial ACH returns; the most common reason for refusal is the closing of the originator’s account. 
· The longer you wait to return a disputed commercial ACH transaction, the more likely you are to have a loss.
· Your risk with incoming commercial ACH transactions exceeds your risk with checks. Your customers do not generate these transactions; there are no signatures or check numbers to verify.
· The number of ACH transactions in the U.S. now exceeds the number of checks. ACH fraud grew dramatically in 2008 & 2009—and it’s not slowing down.
In the next newsletter we’ll share stories of banks that were victims of ACH fraud.
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