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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Protection is key … better make that keys.
There is an abundance of third-party ATMs and the number keeps growing. Is this a major concern for bankers? In some cases, yes—allow us to explain.
1) Most ATMs have two secure compartments: the one where the cash is kept and the one where the computer hardware is kept.


2) The cash compartment has a unique key that can’t be reproduced. If they key is lost or stolen the lock must be physically removed and the drawer replaced.

3) The hardware compartment has a common key. This is done intentionally so that service technicians can more easily work on the machines.


4) Easy maintenance is usually a good thing—but not here. Computer hackers have come into possession of the common keys and are using them to fraudulently change ATM hardware. The alterations let hackers capture and duplicate ATM cards and PINS, and transact fraudulent withdrawals.


5) Several thousand fraudulent ATM withdrawals have recently occurred.  A southern bank told us they’d received more than 500. 

“About 60 of our customers are victims of ATM fraud,” said the bank’s Chief Technology Officer (CTO). “We’ve reimbursed them and are trying to recoup our losses from the ATM owners. Problem is, these were PIN transactions and the ATM owners are asserting their legitimacy. We’ve got no help from the ATM network; basically, it appears we’re screwed out of $86,000.”

“Two other banks in town have the same problem,” said the CTO. “We’ve determined that every person stolen from did an ATM withdrawal at a local chain of convenience stores (C-stores).Were not accusing anyone of anything, but with 200+ people stolen from—it sure looks suspicious.” 
“The police talked to the C-store owner and said there wasn’t enough proof of theft to start an investigation. We asked the owner for permission to check his ATMs; he refused and then got rid of them. The ATMs are gone, we have an $86,000 loss and we’ll ever know for sure what happened.” 
“We’re now using our Fraud Detection Software to more closely monitor ATM transactions,” said the CTO. “We’re contacting every customer that withdraws more than $500 in three days. If we can’t speak with a customer who has excessive ATM withdrawals, we’re cancelling the card.” 
Case #2 – Revolting in more ways than one. 

A growing number of C-store operators are protesting rising interchange fees by initiating transaction-authorizations of $100+ for gas purchases. What’s the benefit in doing this? Very little, other than perceived revenge; let us explain.
1) A woman makes a $30 gas purchase. She knows her balance is $120; what she doesn’t know is the gas pump operator put a $100 hold on her account and it will be there until tomorrow. (Note: the norm for such holds is $1.)

2) After the gas purchase, she takes her boyfriend to dinner. The bill is $52; she is shocked when her debit card is denied. Or, conversely, the card is accepted—but unbeknownst to her (until her statement arrives) she just incurred a $29 ODP fee. Her bank refunds the fee after it investigates the situation but that really doesn’t resolve anything; the customer is still angry and the bank incurred unnecessary expense.
The perpetrators of this little revolt know they’re creating headaches for bankers—and that’s their sole reason for doing it. Their tantrum isn’t illegal; it may be a breach of contract (that is, failure to inform the customer of the amount of the hold) but that’s not for us to say. Bottom line: bankers are getting screwed and there’s little you can do about it. We just want to give you a heads-up.
Case #3 – A fool and his money.

A young man out with friends at a bachelor party finds himself low on funds at a gentlemen’s club. He sees an ATM machine and withdraws $300 (the maximum his card allows). At the conclusion of the transaction, the ATM tells him he can withdraw additional funds if he agrees to process the transactions via ACH.

When the young man’s statement arrives two weeks later, he sees $1,500 in ACH withdrawals from the gentlemen’s club. He denies doing the transactions and disputes them; the club provides pictures of him using the ATM machine multiple times throughout the evening. Who wins the dispute? The young man. These transactions are not binding under NACHA rules and are fully disallowable. 
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