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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Clearly visible, cleverly hidden.
Several banks have had performing loans suddenly go bad and produce charge-offs of 80-100%. On initial review, the loans had two common traits:
1) Payments that were made, were all made on time. In most cases the payments were made via auto-debit from the customer’s DDA.


2) The customer had no returned checks or other indications of a reduced cash flow.

A closer review of the loans revealed three more common traits:

3) The payments were made with draws from the customer’s line of credit.


4) Once a payment was missed, no additional payments were made. 

5) The only activity in the customer’s DDA were deposits from draws on the line, and payments on the note.
It’s the last trait that’s the strongest indication of trouble; specifically, where was the rest of the customer’s DDA activity? Answer: it was at a nearby competing bank—and they made hefty income from the overdraft fees charged your borrower. He wasn’t happy with the fees but he didn’t want you (his lender) to know he was frequently bouncing checks. And by the time you discovered the situation, a large charge-off was assured.
You can detect this situation by searching monthly for accounts with near-equal aggregate debits and credits, and, a small number of transactions (1-6 per month). Fraud-detection software will let you do such searches quickly. If you don’t have such software—forget about it, it can’t be done.
Case #2 – Dang Internet.
An amendment to the NACHA Operating Rules went into effect June 18, 2010. The amendment codifies the requirement for banks to assess, document and manage their ACH operating risks. It reiterates that banks can terminate or suspend ACH agreements with customers or third-party senders that breach the Rules. And, it directs banks to establish three new loss-prevention procedures:
 
1) The exposure limit (that is, the net outstanding amount of ACH transactions customers are allowed to originate) must be documented and enforced.
2) When calculating a customer’s net exposure, banks must include regular and return transactions. A running net total of the exposure must be kept, based on settlement dates.
3) The types of transactions allowed to be originated must be documented; banks must have procedures to enforce any stipulated restrictions.
“It’s the third new procedure that troubles us,” said a Senior Operations Officer at a large southern bank. “A customer sends us a large ACH payroll file twice a month. In the ACH agreement it stipulates that no deposit can exceed $12,000. An employee of the customer (a woman in HR) used software she found on the Internet to alter the ACH file and pay herself 14 times, for a total of $27,000.” 
“We always scanned the ACH Report for this customer, to verify no transaction was over $12,000” said the Ops Officer. “But with a payroll of 600+ people we had no way of noticing one person got paid 14 times.” 
The software the thief used is readily found on Hacker web sites. We’ve tested it; it works. The version we used added fraudulent transactions to various batches and recalculated the file reconcilement totals. Fraud detection software will help you find such thievery; manual review procedures are unlikely to find this type of fraud.
 
“The customer wants us to indemnify them, and that’s not going to happen,” said the bank’s Ops Officer. “Our attorney said that if the theft had happened subsequent to June 18, the loss might have been ours; he cited two reasons:”
1) The number of transaction and total dollar amount for this ACH file were noticeably higher than prior files.

2) The 14 transactions all went to the same account, at the same bank.

Bottom line: you’ve got to become more proactive in looking for ACH fraud—or be willing to indemnify your customers that are stolen from. 
About Our Company

Wayne Barnett Software, a Texas Corp., has products that help with BSA/AML compliance, Suspicious Activity Monitoring (including ACH & IATs) and Wire Transfer Operations.

We have the best prices and customer service in the industry. We’re also the only BSA software company that lets you try our systems for 30 days, at no cost or obligation. 
If you would like to see a live demonstration of our systems via the Internet, call us at 
877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com.[image: image1.png]
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