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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and credit unions of issues that may affect their Bank Secrecy Act (BSA), Anti-Money Laundering (AML) and FACT Act programs. If you have a question or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – International ACH Transactions (IATs) are here.
A lot of bankers were surprised when they received their first IATs. “We’ve been getting these transactions for years and never knew they were foreign-generated,” said the Security Officer at a large Southern Bank. 
Most IATs have been credits, but that’s not always the case; one western bank has received 50+ IAT debits that originated in the Asia and the Far East. “I thought IATs could only come from Mexico and Canada,” said the bank’s Operations Officer. “How are people in India, Taiwan and Hong Kong passing us these transactions?” Please allow us to clarify a few things:
· As of 2009-09-18, three countries can send IATs: Mexico, Canada and Panama. (Yes, Panama, a country known for “Financial Secrecy”—or tax avoidance and money laundering, which ever term you prefer.) However, many banks in these countries (CIBC, RBC,  Chase, CitiBank, Bank of Ireland, Bank of America, et al.) have international operations—and the ability to accept and forward IATs generated anywhere in the world.
· In the first quarter of 2010, the number of countries allowed to send & receive IATs increases from 3 to 25, and include the “Financial Secrecy” countries of Malta and Cypress.
· Your bank can not “Opt-out” of receiving IATs. Your only option for avoiding IATs is to “Opt-out” of all ACH transactions (and you don’t want to do that). Likewise, your customers can’t “Opt-out” of receiving IAT debits. 

· Within six months your customers will be able to send IATs to individuals in twelve Latin American countries, who do not have bank accounts in their home country. These transactions are known as Account-to-Unbanked Receiver (or A2R).
 
The good news: Fed is carefully selecting the Latin American banks allowed to participate in the A2R program. The even better news: your bank must Opt-in to do A2Rs; you are not required to do the transactions. 

The bad news: if you do A2Rs you must OFAC check the recipients and have procedures to monitor the people who send and receive them. (Note: MSBs can also generate A2Rs. What responsibility, if any, banks will have for monitor-ing A2R transactions generated by their MSB customers is not yet known.)
· It’s estimated there will be two million IATs in 2009. The number is expected to be at least 4 million in 2011, and possibly as high as 6 million.
· Reg E and Reg CC are in full force for IATs. However, so are the War Powers Act and the other laws enforced by OFAC. If you believe a transaction may involve an SDN, your bank can legally hold the transaction for a reasonable time while it investigates.
Case #2 – Wild cards.

The Credit Card Accounting Responsibility and Disclosure (CARD) Act of 2009 requires FinCEN to develop CIP (customer identification program) requirements and recordkeeping rules for Stored Value Cards (SVCs). The Act was passed in May and goes into effect early next year. No one knows what rules FinCEN will promulgate, but, we’ve heard of a few things under consideration that we’ll share with you. 
· A non-customer purchasing an SVC must present a government-issued picture-ID. (The reason for this: most SVCs sold by banks can be used to withdraw cash at ATMs throughout the world.)

· Banks must retain SVC purchase records for five years. 

· Banks must perform OFAC checks for SVCs sold to non-customers. Banks must also include non-customer purchasers in their bi-weekly 314(a) checks. 
· Banks must amend their BSA policy to document how it will monitor for suspicious SVC activity.
· Special procedures must be developed for identifying accounts that appear to have no purpose other than recharging SVCs. 
Said an FBI agent we spoke with: “You leave the country with more than $10,000 cash and fail to disclose it, you can lose the cash and go to jail. But you can leave the country with $20,000 on an SVC and no laws are broken. While overseas, updates to the card can increase its value to $100,000—or more. That’s a lot of U.S. dollars in the hands of Drug Lords and Terrorists, and Lord only knows how it will be used.”
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products that help with BSA/AML compliance, Suspicious Activity Monitoring (including IATS) and Wire Transfer Operations.

We have the best prices and customer service in the industry. We’re also the only BSA software company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you would like to see a live demonstration of our systems via the Internet, call us at 
877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.[image: image1.png]
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