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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent banks and Credit Unions of issues that may affect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – Hiding in plain sight.
It’s estimated that just 25% of banks and credit unions use automated BSA systems. The law doesn’t require institutions to use automated systems; compliance with the BSA can be achieved without one. However, a lot of bankers that believe they’re complying with the law are learning differently.

“When we send an examination entry letter to a bank that isn’t using an automated BSA system,” said a Senior Regulator, “we’re asking them to immediately change their daily BSA report. For the two weeks prior to the exam and the week we’re on site, we want to see all customers with daily cash transactions of $500 or more.” 
“The norm at most banks is to generate this report for cash transactions of $3,000 or more,” said the Regulator. “When we lower the amount, it’s amazing what we find.”

“In a typical $100 million bank, we’ll find two or three individuals that are frequently depositing cash of $500-$1,500. When we aggregate the cash deposits of these customers for six months, it often exceeds $30,000—and no SAR has been filed.”
“We’ll also find four or five small businesses,” said the Regulator, “that are depositing an extraordinary amount of cash for their type of industry. The amounts seldom exceed $2,000 a day—so the bank has no knowledge of the transactions. But when we aggregate the transactions for six months, we often find customers with cash deposits that exceed $100,000.”
We asked the Regulator for examples and she responded: “Beauty shops, nail salons, insurance agencies and weight-loss centers are common perpetrators.”
“The law requires us to issue a C&D when we find violations of the BSA. Washington has directed us to cite these findings as operating weaknesses and not violations of law—but that may soon change. If your BSA program is designed to only keep track of cash deposits of $3,000 or more, you’re playing with fire.”
Case #2 – It could be your mother, or mine.
Advance-fee checks are impacting a lot of banks, and the losses are sometimes large. If you’re unfamiliar with advance-fee checks, please allow us to explain.
1. Grandma Barnett receives a $3,800 check in the mail from unknown people. A 
letter with the check explains the money is from a class action lawsuit. 

2. The letter instructs Grandma to deposit the check immediately in her bank. It goes on to tell Grandma that more checks will follow, if she’ll wire $750 via Western Union to attorneys in Canada, within 15 days of receiving the check.


3. Grandma deposits the check, waits 10 days for it to clear and sends the wire. The old gal then goes on a shopping spree, for herself and the grandkids.


4. The check is returned by the payor bank as a fraudulent item, 24 days after being deposited. Grandma is devastated to discover she won’t be getting more checks. And since she spent the funds, her bank has a $3,800 loss.

How bad is this problem? Very! We’re aware of community banks that have incurred losses in excess of $100,000. There are several ways to combat this fraud. But first and foremost, bankers need to be aware of it. If you have questions about advance-fee checks, feel free to call us at 877-945-4344.
Case #3 – You’re in good company.
It’s estimated that 95% of banks will initially not implement computer-based systems for the FACT Act. If your bank is part of the majority, it will still need to do the following two things prior to November 1, 2008. 

1) Create a written Identity Theft Prevention Program. Please review the last copy of the BSA Examiner at www.barnettsoftware.com, for an overview of the information required to be in your written program. 

2) Develop a written strategy for reviewing recent address changes for accounts that are getting new or reissued ATM/Debit Cards. Your bank must have a strategy for ensuring that all address changes are bona fide, prior to sending a new or reissued card to customers with recent address changes.
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products that help with BSA/AML compliance, fraud, identity theft and FACT Act compliance, and, Wire Transfer recordkeeping. Our customers range in size from $9 million to $9 billion in assets. 
We have the best prices and customer service in the industry. We’re also the only company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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