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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers and Credit Unions of issues that may affect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), call us at 877-945-4344. 

Case #1 – More work and more expense—that’s a FACT
The Fair and Accurate Credit Transactions (FACT) Act was signed into law on December 4, 2003. The Act is 48 pages long; each page has three columns of size-eight print. Reading it is about as enjoyable as having a root canal. But, we have read it several times and will share our thoughts with you. 
It appears the FACT Act puts three new operating requirements on financial institutions (FIs); they are listed below.

1. FIs must develop and implement a written Identity Theft Prevention Program. The Program must be designed to detect, prevent and mitigate losses that come from identity theft. It must cover all Consumer Accounts, and, Commercial Accounts that are susceptible to Identity Theft.
2. When an FI receives a credit report on a new customer, if it also receives a “Notice of Address Discrepancy” from the Credit Bureau, it must take additional steps to verify the identity of the customer. Once the customer’s identity is confirmed, the bank must notify the Credit Bureau of the correct address. It the customer’s identity cannot be confirmed, the account should not be opened.
3. FIs that issue credit and debit cards cannot issue new or replacement cards to customers who have also filed a change of address with the FI, unless (1) the change form was submitted more than 30 days prior to the card request; or (2) the FI has taken additional steps to verify the validity of the address change.
The third requirement is straight forward. No additional comment is warranted. 

The second requirement was substantially addressed by most FIs when they created their Customer Identification Program (CIP). (Note: a common procedure for addressing this issue is examining prior bank statements, credit card bills and other financial transaction information that supports the customer’s identity.)
The first requirement—the development of a written Identity Theft Prevention Program—greatly increases the workload for financial institutions. The FACT Act directs FIs to include the following four elements in their Identity Theft Prevention Program:

1) The FI must identify relevant Red Flags that may indicate identity theft. 
· The Regulatory Agencies have identified approximately 300 Potential Red Flags. 


· FIs do not have to include any of the Potential Red Flags in their program. Also, they do not have to document why specific Red Flags were excluded.
2) The Program must contain “Reasonable policies and procedures” that will document how an FI will search for its Red Flags.
3) The FI must document the steps it will take when Red Flags are detected. Recommended steps include the following:
· Contact the customer.

· Change any passwords or security codes that permit access to the customer’s account.

· Close the existing account and reopen it with a new number.

· Notify law enforcement officials and file a SAR. 
4) The Identity Theft Prevention Program must be updated periodically. Annual reports on FACT Act compliance must be presented to the directorate or its designated committee.
Compliance with the FACT Act is required as of  November 1, 2008.

The FACT Act specifically states that FIs are not required to use a computerized system for compliance. However, Senior Regulators we’ve spoken with foresee that most banks will need one. FIs that don’t have a computerized system will have to demonstrate the reliability of their manual procedures, and, routinely document the steps taken to comply with the new law. (Most computer-based systems produce reports that document management’s efforts to complying with the law.)
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Wayne Barnett Software is a Texas Corporation. We have products to help you with BSA/AML compliance, Kite/Fraud and FACT Act compliance, and, Wire Transfer recordkeeping. Our customers range in size from $9 million to $9 billion in assets. We have the best prices and customer service in the industry. 
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