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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may affect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Broken slot machine – Part II.
Several Regulators asked us to discuss the BSA issues that arise when a debit card is used to withdraw more than $10,000 in cash from an ATM. Specifically, you’ll need to file a CTR. However, if the card used to withdraw the cash was issued by a Russian or Ukraine Bank, you probably won’t be able to. Is that a problem? In a word, YES.
“Banks that dispense more than $10,000 in currency must complete a CTR. If operating deficiencies at your bank prevent this, you will be cited for violation of law.” said a Senior Regulatory Official we spoke with. “If the cash withdrawn from your ATM exceeds $25,000—an unusual event but one that’s happening with alarming frequency—you’ll also need to file a SAR.”
Most bankers believe this issue doesn’t impact them; they have limited the amount of cash their customers can withdraw. However, limits on your customers do not curtail customers from other banks. A single debit card from a Russian or Mid-East Bank can be used to withdraw all of the cash held by your ATMs. It may take the culprit two hours and 50 transactions to do so, but, it can be done. 
Two large ATM service providers have addressed this issue; their banks can now limit cash withdrawn by non-customers. However, most ATM service providers are refusing to take action. Said one senior executive: “We aren’t doing anything illegal, and we aren’t going to spend $30,000 to prevent transactions that seldom occur.”
Folks, please consider this situation carefully. A group of criminals or terrorists may withdraw a large amount of cash from your bank’s ATMs. They may use the cash to finance criminal activity—or a horrific terrorist event. After the dust settles a reporter will investigate and accuse your bank of inadvertent complicity. Even though the terrorist struck a location 1,000 miles away, you will forever be linked to a dreadful event.
Your ATM vendor can eliminate this issue; you should demand they do so. 
Case #2 – No question about it.
A few years back the Regulators recommended that banks risk-rate new customers at the time of account opening. Has this procedure been effective? In a word, NO. Said one well-informed Regulatory Official: “I’m aware of just one or two instances where 
the questionnaires led to the discovery of criminal activity. It’s a lot of work that 
yields little reward.”
A growing number of banks are implementing a different procedure; it’s outlined below.

· All consumer accounts are considered low risk, until the account-relationship has aggregate cash transactions or other suspicious activity totaling $5,000 or more in a month. The same is true for commercial accounts, but the dollar amount is $20,000.

· An in-depth risk analysis is done on account relationships that meet the threshold amounts. Additional monitoring is done, based on the results of the analysis.
· The bank routinely does additional monitoring on customers in high-risk industries (for example, liquor stores and used car dealerships).

“This strategy has proven to be much more useful and cost effective,” said our Regulatory Source. “Most Examiners will accept this risk management strategy if it’s documented and board approved.”
Case #3 – One bank’s trash, another bank’s treasure.
Within the past few years most banks closed their MSB accounts; those that didn’t have profited greatly. “We make $130,000 a month from our MSBs,” said the Cashier at a $300MM bank in the south.

This bank charges .85% for cash supplied to its MSBs. It also charges full-price for deposited items and charge-backs—and the customers gladly pay it.
 “No other bank in the area wanted these customers, but they operate legal businesses that provide desired services. We do have additional expenses from servicing MSBs—but the profits they generate far exceed the costs.”
About Our Company

Wayne Barnett Software is a Texas Corporation. We have products to help you with BSA/AML compliance, Kite and Fraud detection, and, Wire Transfer recordkeeping. 
Our customers range in size from $12 million to $9 billion in assets. Our systems are effective and reliable, and we have the best prices and customer service in the industry. 
We are the only company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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