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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may affect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Paying-out like a broken slot machine.
There’s a new crime being inflicted on banks throughout the country. In a best-case scenario, it’s simple thievery; the worst-case scenario is terrorist financing. The details are outlined below.
1. A group of five criminals (terrorists?) fly into an international airport. Since we’re located in Dallas, we’ll use DFW as an example.
2. The group rents a car, buys a case of Energy Drink and heads to a large city 600-1,000 miles away (for example, Atlanta).

3. Along the way, the group stops at dozens of ATMs and uses debit cards issued by Russian banks to withdraw all of the cash held in the machines.
4. By the time the bad guys arrives in Atlanta, they’ve obtain $2.5-$3 million in U.S. currency. Accordingly to our sources, the criminals/terrorists are likely using the cash to purchase weapons and fund sleeper cells—and after making payment, they immediately board a plane home.
5. The foreign banks that issued the cards refuse to honor the transactions. The loss is fully borne by the victimized banks.

This crime started on the East Coast a few months ago and has spread throughout the country. The largest single-bank loss we are aware of is $117,000. (That bank had six ATMs hit.) Most bankers think they can’t be affected—and they are dead wrong.

1. Your bank may limit the amount your customers can withdraw from ATMs, but our research shows that 90% of banks place no limits on non-customers. So, if my Russian bank allows me to do 100 debit card withdrawals a day, your ATM will give me $30,000-$50,000 (or more).


2. About half of the ATM vendors we spoke with said they don’t offer banks the ability to limit withdrawals executed with foreign cards. The vendors that do offer this control report that few banks use it.

3. Your insurance probably won’t cover the loss. One banker with spoke with was instructed by her insurer to sue the Russian bank in World Court.

4. The camera in your ATM does not protect you. Yes, you will know what the thief/terrorist looks like—but you’ll never find him.

The Regulators will soon issue a directive on this problem. In the interim we recommend you immediately move to limit foreign ATM withdrawals. If your vendor doesn’t offer this service, they can easily do so—but you’ll have to demand it.
Case #2 – To close for comfort.
A question we’re often asked: “Is there Regulatory Guidance on when an account should be closed?” The short answer: NO.

In fact, Regulators and Law Enforcement Agencies ask that you not close accounts that have suspicious activity—unless specifically instructed to do so. This situation greatly complicates the job for BSA Officers who must continue to document, track and report the suspicious activity. It also increases operating costs for the bank. Some banks off-set the extra costs by charging the suspect-customers additional fees. This practice is generally acceptable, as long as the bank doesn’t get greedy. 

“We recently completed an investigation of a bank that had a large Money Services Business (MSB) customer that was obviously involved in criminal activity,” said a law enforcement official we spoke with. “The bank reported the activity with a SAR and updated the information every 90 days, as required by law. They also charged the customer fees that were several-times higher than what was charged comparable accounts.”

“The bank justified the fees by noting the extra costs it incurred to keep the customer,” said our source. “But that’s pure nonsense; a senior manager at the bank decided to charge the customer exorbitant fees, simply because he knew they’d pay.”
“Knowingly profiting from other people’s illegal activity is a violation of RICO,” said our source. “All the fees the bank charged, and several dollars more, were forfeited as fines and penalties.”
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