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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may affect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Hidden in plain sight.
The receipt of subpoenas is a common occurrence for banks. Responding to them use to be an arduous task; check-imaging systems greatly simplified the process. However, there’s a dark cloud on the horizon.
“We received a subpoena for all transaction records for customer John Smith, by an attorney representing Mrs. Smith in their divorce,” said the Head Bookkeeper at a southern bank. “We forwarded copies of Mr. Smith’s statements and checks to the attorney, who promptly asked if our submission included checks made payable to Mr. Smith that were cashed and not deposited. We responded no…and immediately knew we had a problem.”

Mr. Smith owns a company that installs and repairs fences. He routinely is paid by check, in amounts of $300-$12,000. Mr. Smith apparently knew that checks cashed and not deposited are virtually undetectable; you could only find them if you examined the payee on each check cashed by the bank—and that’s exactly what this bank was forced to do, for a period of 18 months.

“It took nearly 80 man-hours to respond to this one subpoena,” said the Head Bookkeeper. “And to make matters worse, we discovered Mr. Smith had cashed checks totaling $71,000. It’s our understanding the money was not reported to the IRS, or, the wife’s attorney. We filed a SAR and changed our check cashing policy.”
Editor’s note: We’ve heard from eleven other banks that have received “Customer Subpoenas”. One came from the IRS; all others came from divorce attorneys.
Case #2 – So advanced, it’s simple.
Regulatory Guidance issued September 1, 2006 notes the following:

“ACH transactions can be used in the layering and integration stages of money laundering. Detecting unusual activity in the layering and integration stages can be a difficult task, because ACH may be used to legitimize frequent and recurring transactions”.
The guidance advises banks to perform enhanced due diligence on customers that originate ACH transactions. It also advises banks to monitor ACH transactions for suspicious activity—and therein lies a problem: how do you identify suspicious ACH transactions?

ACH transactions sent to foreign countries obviously require extra scrutiny. (Note: anyone with a PC can generate ACH transactions that will move money around the world.) But what other monitoring procedures can you use? Our sources tell us that one effective procedure is to look for accounts that routinely have debits and credits in near equal amounts, over a 1-3 day period.

“Organized Crime and Terrorist Organizations increasingly rely on ACH and Debit Card transactions,” said a federal law enforcement official we spoke with. “They allow for anonymity and quick completion. One of the things we focus on when doing an investigation is accounts that have frequent flip-transactions (i.e., debits and credits in near equal amounts, over a short period of time). Were I a banker, I’d search for these accounts.”
Case #3 – Use our list, check it twice.
BSA compliance has to be audited annually. Banks aren’t required to use an outside third party for the audit. However, in-house audits are more closely scrutinized. One Regulator shared her private checklist with us; it’s listed below.

1. Prior findings resolved and reported to the board.

2. CTRs promptly filed.

3. Exempted accounts have qualifying transactions.

4. CIP data exists for all new accounts.
5. All employees trained on BSA

6. A documented risk-rating strategy, and, compliance with the strategy.

7. Documentation supporting the filing, and non-filing, of SARs

8. Testing of the BSA system, to ensure it’s working reliably.
9. Adequate resources allocated to BSA and AML compliance.
10. BSA Officer independence, and, regular reporting to the board.

About Our Company

Wayne Barnett Software is a Texas Corporation. We have products to help you with BSA/AML compliance, Kite and Fraud detection, and, Wire Transfer recordkeeping. 

We have the good, reliable systems, and the best prices and customer service in the industry. We’re the only company that lets you try our systems for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
Please note that we are having a price increase effective January 1, 2007. If you’ve seen our systems and are considering a purchase, you’ll save 20% if you purchase this year.
 
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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