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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may effect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – That’s not a rose you smell.
A bank made a $4 million dollar loan; the proceeds were used to purchase a mini-warehouse company. The borrower made his payments on time. He also deposited cash almost every day, in amounts slightly less than $2,000. When asked about the deposits, the borrower said he gave discounts to customers paying cash. A year after receiving the loan, the borrower was arrested; he was subsequently convicted of tax evasion, drug dealing, and money laundering. The bank’s lien on the property was abrogated; the Government took possession of the warehouses. 

Asset forfeiture doesn’t happen often. When it does, a bank can usually reclaim the property by showing it was an unknowing participant in the illegal activity. But in this case the Government is disputing the bank’s assertion, claiming its failure to report the customer’s suspicious activity (the daily cash deposits) makes it culpable.  (Note: the bank did file a SAR on the customer, but after he was arrested.)
Will the bank’s lien be reinstated? It’s hard to say, but my sources say probably not. And to make matters worse, the IRS has ruled the forfeiture voided the entire transaction—which makes the write-off a non-deductible expense. (Note: bank management is appealing this decision.)
Said one Senior Regulator: “There’s no reason to keep a customer like this, other than maximizing profit and hitting your loan quota. He deposited ten-times more cash than checks, for a business not known for cash sales. This transaction failed the smell-test early on.”
Case #2 – Seeing what you don’t see.

We’ve heard from several bankers that were told they had to risk-rate all of their deposit accounts. Said one banker: “We have 19,000 DDAs. How in the world are we supposed to analyze each one?” In all truthfulness, if you have an automated system (be it ours or a competitor’s) it’s easy to do.
We recommend a procedure where you identify all accounts that had $5,000 in cash transactions during the prior month, and $10,000 during the past three months. You’ll find 1-2% of your consumer accounts qualify, and most of those will actually be small businesses. However, there will be a few customers that you don’t know, and those warrant closer scrutiny. 

A bank with $500 million in assets will likely find 80-100 accounts that warrant closer scrutiny. After a suitable review half of these will be removed from the “AML Watch List”. However, each month 10-20 new ones will be added. If an account passes the $5,000/$10,000 test (that is, it does not have such transactions), you can initially classify it as low risk. 

Why do you need an automated system? Because daily cash transactions of $300 will result in a “failed test” (that is, $6,300/month; $75,000/year), and at all but small banks it’s impossible to use a spreadsheet to keep track of transactions that low.
Said one Senior Regulator: “Bank’s don’t have to use an automated AML system, but, we’re increasingly skeptical of those that don’t and they are examined more closely.”
Case #3 – You don’t have too, unless you say so.

When the Customer Information Program (CIP) guidelines were first released for comment, it was proposed that banks keep copies of the documents used to authenticate a customer’s identity. That requirement was removed from the final rules; banks are only required to keep track of the documents reviewed.

A lot of banks developed their CIP based on the initial guidelines; their policies state that copies of all reviewed documents will be retained. If your policy requires this and you aren’t in compliance, you’ll be in trouble with the Regulators.
There’s three other Policy Pitfalls we’ve seen; they’re listed below.

· Your policy states that CIP procedures will be applied to all customers. (Note: CIP rules allow you to exclude Government entities.)

· Your policy requires gathering information on all account signers. (Note: CIP rules do not apply to signatories on corporate accounts.)
· Your policy states that CIP records will be kept until the account is closed. (Note: the records must be retained five years after the account is close.)

About Our Company

Wayne Barnett Software is a Texas Corporation. We have products to help you with BSA/AML compliance, Kite and Fraud detection, and, Wire Transfer recordkeeping. Our customers range in size from $30 million to $8 billion, and are located throughout the country. 

We have the best systems, prices, and customer service in the industry. We’re the only company that lets you try our system for 30 days, at no cost or obligation. Please check our references and give us a chance to add you to our customer list.
If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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