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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may effect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Patience expired.

Twice a month, FinCEN distributes lists of people and businesses suspected of involvement in money laundering and terrorism (a.k.a. the 314 lists). Banks must begin their review of the lists immediately upon receipt, and report current and prior customers that are on it. Banks must also check their logs and other records, and report non-customers that did transactions at the bank.  The review must be completed and possible matches reported to FinCEN, within 14 calendar days.

“A lot of banks aren’t complying with 314.” said one Senior Regulator we spoke with. “We realize the law is new and cumbersome, and we’ve been patient. But we’re in our second round of exams under the new law, and our patience has ended.” The deficiencies most commonly seen are noted below.

· Banks exclude wire and Cashier’s Check transactions from the 314 searches. 

“A lot of banks have policies that prohibit doing wires and other transactions for non-customers,” said the Regulator, “so they don’t check their logs against the 314 lists. However, at every bank that’s told me this, I’ve checked the logs and found non-customer transactions. There usually aren’t many, but, the fact that there are some and they weren’t checked creates a violation of law.” 

“Also, some bankers still think the OFAC and 314 checks are redundant;  they’re not. If you aren’t checking both lists, you’re breaking the law.”

· The review procedure is insufficient. 

“Most wire and monetary instrument logs are kept as spreadsheets.” said our source. “The names are supposed to be recorded uniformly (e.g., last name, first name, middle initial). But, there’s always errors—especially with foreign names.”
 
“If a bank does a three-way search for each 314 entry (that is, conducts individual searches using first, middle, and last names, for both the primary and alias names), this isn’t a problem. But most don’t do this. They simply scroll through the spreadsheet checking last names—and that’s insufficient.” 


· The searches are not started immediately upon receipt of the lists, and, aren’t completed within 14 days.


Case #2 – A different shade of blue.

Bankers are being encouraged to include kite-detection procedures in their anti-money laundering (AML) strategy. Kite-like transactions (that is, debits and credits of approximately the same amount, transacted over 1-3 days) are being used by money launderers to disguise their actions.

“A few years ago, criminals would give college students a free ticket to Cayman or the Bahamas, along with a bundle of cash to deposit in a local bank.” said a Law Enforcement Official we spoke with. “And there was no shortage of gullible kids willing to do this. The practice is called Smurfing and it’s still done today—but increasingly it’s done electronically. A criminal will pay a student $100 to receive a $10,000 wire or ACH transaction. The student will transfer the money to someone else, often using an Internet-based payment service, and the funds will eventually arrive where the criminal wants.”


“Most laundering transactions are still done with cash.” Said the Official. “But electronic laundering is on the rise and no one is searching for it. This will soon be 

an issue for a lot of banks.”

Case #3 – The law hasn’t changed, but expectations have.

UCC-4A requires banks to send advices to customers that received wires. It’s estimated that 30% of banks don’t do this. The Regulators haven’t made an issue of this in the past; that may soon change.

“We’re seeing unrelated commercial accounts used as conduits by money launderers” said an Official we spoke with. “Criminals are bribing or threatening bookkeepers at small companies, to accept and forward wires. The owners are unaware of the transactions, and since no money is missing they’re likely to stay that way. However, if the bank sends incoming-wire advices, there’s a better chance of discovery.”

An advice must be mailed within one business day of receiving a wire. The reporting requirements can be found in UCC-4A, section 404(b). 

About Our Company

Wayne Barnett Software is a Texas Corporation. We’ve just introduced our newest product, the Wire Transaction Monitor. It works by extracting transaction information from the Fed Line System, and storing it in a database. The system automates Wire Log recordkeeping, conducts the 314(a) checks, and, produces advices. Pricing starts at $5,000, with a small annual fee. 

Our BSA/AML system is called the Cash Transaction Monitor.  It too works by extracting transaction data from existing sources. Our CTM customers range in size from $30 million to 

$8 billion. Pricing starts at $5,000, with a small annual fee. We also have a really cool Kite Detection System; pricing for it starts at $4,000.

If you have a BSA question, a story to share, or, would like to see a live demonstration of our systems via the Internet, please call us at 877-945-4344. You can reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.
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