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The BSA Examiner is a newsletter published by Wayne Barnett Software, a Texas Corporation. The goal of our newsletter is to inform independent bankers of issues that may effect their Bank Secrecy Act (BSA) & Anti-Money Laundering (AML) programs. If you have a BSA/AML question, or a story to tell (we promise anonymity), please call us at 877-945-4344. 

Case #1 – Their hands are tied; don’t let yours get cuffed.

Many bankers don’t realize it, but, the Regulators are required by law to issue a Cease and Desist Order (C&D) to any bank found to be in serious violation of the Bank Secrecy Act (BSA). What constitutes a “serious violation”? The Regulators we spoke with said it’s when a bank fails to meet the Big Four Requirements specified in Section 326.9(c) of the FDIC’s rules and regulations. 

1. Banks must have a system of internal controls, that are reasonably expected to ensure compliance with the BSA.

2. There must be an annual independent test of  the bank’s compliance with the BSA and 31 C.F.R. 103 (which covers CTRs and the monetary instrument log).

3. One or more people must be assigned the responsibility for coordinating and monitoring BSA compliance. A senior bank official must be made responsible for overall BSA compliance.

4. Management must establish a formal BSA training program.

What do the Regulators think of the “mandatory C&D” requirement? They hate it. One senior official told us “You have no idea how stressful it is for an Examiner, when they have to cite a serious violation of the BSA. They know the repercussions of a C&D.  So in most cases, when they find a Big Four discrepancy, they try to note it as a weakness, and not a violation.” That, however, may soon change. Federal officials are pressuring the Regulators to cite more violations—and issue more C&Ds.

“You won’t find anyone that likes this” said an Examiner. “C&Ds are public records. Banks that receive them suffer a tremendous blow to their reputation. They also lose a lot of business. In the past, we’ve only issued C&Ds to banks that were unwilling to work with us. But, if Washington tells us to more strictly enforce the law, we will.”

Case #2 – Show us the money.

Weaknesses with BSA training aren’t cited often. In fact, our sources tell us that training has been the Big Four Requirement that’s least often violated. But, that may soon change. The law stipulates four criteria for BSA training programs.

1. In depth training must be provided to tellers and other personnel that routinely handle currency transactions.

2. An overview of the BSA must be provided to new employees.

3. Executive officers must be informed of changes to the BSA, and be kept apprised of how the changes may effect the bank’s compliance program.

4. Banks must be able to prove to that sufficient training has occurred.

“BSA training is weak at a lot of banks” said a Regulator we spoke with. “We often find that management provides training once year, but in the interim half the tellers and the BSA officer leave. The bank contends that  it met its BSA training obligations, even though several employees have none—and in the past we’ve pretty much agreed. That’s no longer the case.”

“There’s a new informal strategy for gauging the sufficiency of BSA training. We take the amount spent in the past year, and subtract proportionate amounts for employees in need of training. If the net amount is significantly less than the initial amount, or significantly less than amounts spent by peer banks, we’ll cite BSA training as unsatisfactory.”  How much less is significantly less? “It varies, but  usually it’s 20-30%.”

Case #3 – No partial credit.

An exam comment that’s becoming common deals with the quality of BSA audits.  The majority of banks hire outside people to do them. The auditors are often retired bankers or Examiners. And, in some instances, they haven’t received formal training in years.

“I recently reviewed a BSA Audit performed by a former coworker” said an Examiner. “He found no weaknesses. But, he didn’t review the bank’s anti-money laundering (AML) program, or, note that no SARs had been filed in the past year.”

“The absence of SARs is often indicative of a weak AML program—and that’s what we found at this bank. After the exam, they filed several. It should come as no surprise that we rejected the audit.”

How can a bank be sure it’s getting a good BSA audit? One way is to have the auditor provide a summary of  the training he’s received in the past three years. “Be sure to keep the information he gives you” said the Examiner, “because we’ll likely ask for it when we do our next exam. And if the auditor’s training is deemed insufficient, the BSA audit function will be cited as inadequate.”

About Our Company

Wayne Barnett Software is a Texas Corporation. Our BSA/AML system is called the Cash Transaction Monitor (CTM). Prices start at $5,000, with a small annual fee after the first year. Our customers range in size from $40 million in assets, to more than $6 billion. The system works by extracting data from existing sources. It requires no additional data-entry. 

We also have a kite-detection system (the Kite Transaction Monitor). It too works by extracting data from existing sources, and its price starts at $4,000. 

If you have a BSA question, a story to share (we promise anonymity), or, would like to see a live demonstration of our systems via the Internet, please call us at 877-945-4344. You can also reach us via e-mail at wbarnett@barnettsoftware.com. Our web site is www.barnettsoftware.com.  

Note: We get a lot of requests to develop software tools for various compliance issues. We’re honored to receive the requests, but, such products aren’t in our business plan. We direct folks to CAMELS’ Eye Consulting, Inc. at www.camelseye.com. Their software tools utilize Microsoft Excel, and are widely 
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